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About this guide

Purpose

This guide describes and shows how to install, provision, configure, monitor, and administer Digi
devices.

Audience

This guideisintended for those responsible for setting up Digi devices. It assumes some
familiarity with networking concepts and protocols.A glossary is provided with definitions for
networking terms and features discussed in the content.

Scope

This guide focuses on configuration, monitoring, and administration of Digi devices. It does not
cover hardware details beyond a certain level, application development, or customization of Digi
devices.

Whereto find more information

In addition to this guide, find additional product and feature information in the these documents:

Online help and tutorials in the web interface for the Digi device
Quick Start Guides

RealPort® Installation Guide

Cellular 101 Tutoria

Digi Connect Family Customization and Integration Guide

iDigi tutorials and user’s guides

Release Notes

Cabling Guides

Product information available on the Digi website, www.digi.com, and Digi's support
site at www.digi.com/support, including, Support Forums, Knowledge Base, Data
sheets/product briefs, application/solution guides, and carrier-specific documents

Python developer Wiki



Digi contact information

For more information about Digi products, or for customer service and technical support, contact
Digi International.

To Contact Digi International Use:
by:

Mail Digi International
11001 Bren Road East
Minnetonka, MN 55343

U.SA.
World Wide Web: http://www.digi.com/support/
email http://www.digi.com/contactus/email .jsp/
Telephone (U.S) (952) 912-3444 or (877) 912-3444

Telephone (other locations) +1 (952) 912-3444 or (877) 912-3444
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| ntroduction

C HAPTEWR 1

This chapter introduces Digi devices and their product families, types of connections and data
paths in which Digi devices can be used, and the interface options available for configuring,
monitoring, and administering Digi devices.

Important Safety Information

A\

To avoid contact with electrical current:
m  Neverinstal electrical wiring during an electrical storm.

n Never install an Ethernet connection in wet locations unless that connector is
specifically designed for wet locations.

m  Usecaution when installing or modifying lines.
m  Useascrewdriver and other tools with insulated handles.
m  Wear safety glasses or goggles.

m Do not place Ethernet wiring or connections in any conduit, outlet or junction box
containing electrical wiring.

= Instalation of inside wire may bring you close to electrical wire, conduit, terminals and
other electrical facilities. Extreme caution must be used to avoid electrical shock from
such facilities. Avoid contact with all such facilities.

m  Ethernet wiring must be at least 6 feet from bare power wiring or lightning rods and
associated wires, and at least 6 inches from other wire (antenna wires, doorbell wires,
wires from transformers to neon signs), steam or hot water pipes, and heating ducts.

m Do not place an Ethernet connection where it would allow a person to use an Ethernet
device while in a bathtub, shower, swimming pool, or similar hazardous location.

m  Protectors and grounding wire placed by the service provider must not be connected to,
removed, or modified by the customer.

m Do not touch uninsulated Ethernet wiring if lightning is likely!

m  Externa Wiring: Any external communications wiring installed needs to be constructed
to all relevant electrical codes. In the United States this is the National Electrical Code
Article 800. Contact alicensed electrician for details.

m  For ConnectPort X4 H only: the plug serves as a disconnect device, and must be easily
accessible after the deviceisinstalled.
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ConnectPort X Family products

The ConnectPort X Family of productsisintended to provide gateway functionality between
various network technologies such as Ethernet, cellular, Wi-Fi, and XBee. In addition to providing
IP network connectivity between cellular, Wi-Fi and Ethernet networks and devices; ConnectPort
X Family products are designed to provide remote connectivity to XBee networks as well as other
devices connected to local ports: USB, 1-Wire, RabbitNet, and asynchronous serial. ConnectPort X
Family products act as a coordinator for amesh network. Aswith the Connect and Cellular product
families, ConnectPort X Family products are supported by the iDigi platform, which can be used to
remotely manage gateway devices and mesh networks.

Key features of ConnectPort X Family include:

m  Network flexibility: gateway functionality for avariety of networks

s XBee-PRO Radio

m  Currently Freescale-based, primarily 802.15.4

= Ember-250/XBee-based

m  Commercial/Industrial Grade

m  iDigi Platform: High-level and detailed views of XBee networks and nodes
m  Persona AreaNetwork (PAN) connectivity and management

m  Support of Python programming language, for creating avariety of embedded programs
and applications

= Remote help desk support through a WatchPort® Camera connection to a USB host port
m  Security

n For some models, an internal GPS

Wireless carrier certifications

Digi devices are being certified around the world with major carriers supporting these
technologies. For acurrent list of carrier certificationsfor your Digi product, go to digi.com and go
the product pages for your product. Click the Specs tab of the product pages. Carrier certifications
are listed under M abile Certificationsor Carrier Certifications.
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Features

Thisisan overview of key featuresin Digi devices. Software features are covered in more detail in
the next three chapters. Hardware specifications and are covered in Chapter 6, " Specifications and
certifications'

User interfaces

There are several user interfaces for configuring and monitoring Digi devices, including the
following.

m  TheiDigi Platform

m A web-based interface for configuring, monitoring, and administering Digi devices. For
Digi devicesthat ship with adefault 1P address, simply connecting alaptop computer to
the Ethernet port of these products allows direct access to the web interface for
configuration.

m A command-lineinterface available vialocal seria port, telnet or SSH.

= Simple Network Management Protocol (SNMP).

10



Quick reference for configuring features

Introduction

This guide primarily focuses on configuring, monitoring, and administering Digi devices from the
web interface. Thistable provides a quick reference for configuring features and performing
device tasks, and where to find the features and settings in the web interface and this guide. Click

the page number in the Page column to jump to instructions on configuring or using the feature.

Some features are configurable from the command line interface only. In those cases, the
commands that configure the feature are noted. The command descriptions arein the Digi Connect
Family Command Reference.

Feature/task Path to feature in the web interface See page
Administration/Configuration management:
m  Filemanagement: uploading and Administration > File Management 211
downloading files, such as applet See also the Digi Connect Family Customization and Integration Guide for
files, and custom splash screens. information on uploading and downl oading files used to customized aDigi
device'slook-and-feel.
m  Python program file Applications > Python 171
management.
m  Backup/restore a configuration Administration > Backup/Restore 215
from a TFTP server on the
network
m  Updatefirmware Administration > Update Firmware 216
m  Reset configuration to factory Administration > Factory Default Settings 217
defaults
m  Systeminformation, including Administration > System Information 220
device identifiers and statistics
m  Reboot the Digi device Administration > Reboot 220
m  Certificate and key management, Administration > X.509 Certificate and Key M anagement 212
including X.509, VPN, SSL,
SSH
Alarms Configuration > Alarms 151
Autoconnection: automatically Configuration > Serial Ports> port > Profile Settings> T CP Sockets> 143
connect auser to aserver or network Automatically establish TCP connections
device
Camera settings Configuration > Camera 150

11
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Feature/task Path to feature in the web interface See page
Connection management:
m  Manage seria port connections Management > Serial Ports 202
m  Manage Virtual Private Network Management > Connections> Virtual Private Network (VPN) Settings | 202
(VPN) connections
m  Manage active system M anagement > Connections > Active System Connections 202
connections
= Manage network services M anagement > Network Services 203
(Currently only DHCP server settings managed from here)
Domain Name System (DNS):
m  DNSClient Configuration > Network > Advanced Network Settings 103
m  Dynamic DNS (DDNS) update Configuration > Network > Dynamic DNS Update Settings 78
Dynamic Host Configuration Protocol To configure a DHCP server: 71
(DHCP) server Configuration > Network > DHCP Server Settings
To start and stop and show status of a DHCP server:
Management > Network Services> DHCP Server Management
Ethernet settings Configuration > Network > Advanced Network Settings 103
Event logging for the Digi device Management > Event L ogging 202
Help on configuring features Help button on each page.
Host name for adevice Configuration > Network > Advanced Network Settings> Host Name | 103
Industrial Automation (1A) Configuration > Serial Ports> Select Port Profile> Industrial 177
Automation
The Industrial Automation port profile should address most configuration
scenarios. Tofine-tuneyour | A settings, usethe“setia” command fromthe
command line. See the set ia command description in the Digi Connect
Family Command Reference.
For additional information on configuring Industrial Automation, see this
web site;
http://www.digi.com/support/ia
| P address settings Configuration > Network > | P Settings 48, 66, 71, 103
Configuration > Network > Advanced Settings
IPfiltering / access control Configuration > Network > | P Filtering Settings 81

12
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Feature/task Path to feature in the web interface See page
IPforwarding: Network Address Configuration > Network > | P Forwarding Settings 82
Trandation (NAT) and port
forwarding configuration/static routes
| P pass-through Configuration > Network > | P Pass-through 90
Mobile (cellular) settings:

m  Provisioning the cellular Configuration > Mobile 110
modules For Digi Cellular product that have acellular module, provisioning must be
performed once.
To launch awizard for provisioning the module, go to
Configuration > M obile. Under Mobile Service Provider Settings, click
the Provision Device button.
Provisioning can also be performed from the command line:
m  To provision the CDMA module: provision
m  Todisplay existing provisioning parameters: display provisioning
m  Mobile service provider and Configuration > Mobile 109, 116
connection settings Settings displayed vary by maobile service provider.
m  SureLink™ settings Configuration > Mobile> SurelL ink Settings. 116
m  Short Message Service (SMS) Configuration > Mobile> Short M essage Service (SM S) Settings 121
settings
Modem emulation Configuration > Serial Ports> Port Profile Settings > 145
Modem Emulation
See the Connect Family Command Reference for modem emulation
commands.
Port profiles: sets of preconfigured Configuration > Serial Ports> Port Profile Settings 141
serial-port settings for a particular
connection and use scenario
Python support: 1oading and running Applications > Python 1711
custom programs aithored in the For more information on writing and running Python programs, see the
Python programming |anguage. Digi Python Programming Guide.
ResalPort (COM port redirection) Configuration > Serial Ports> port > Port Profile Settings > Real Port 142
configuration See also the Real Port Installation Guide.
Remote device management Configuration > Remote Management 161
Reverting configuration settings Administration > Factory Default Settings 217

13
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Feature/task Path to feature in the web interface See page
Security/access control features:
m  Control accessto inbound ports Configuration > Serial Ports> port > Port Profile Settings > 141
TCP Sockets or UDP Sockets or Custom port profile
m  Secure Shell Server (SSH) Configuration > Security > Enable SSH public key authentication 168, 76
Network > Network Services > Enable Secure Shell Server (SSH)
m  Establish/change user namefor a Configuration > Security 166
user
m  |ssueanew/changed password to Configuration > Security 166
auser
Serial port configuration:
m  Basic seria port settings Configuration > Serial Ports> Basic Serial Settings 146
m  Advanced seriad port settings Configuration > Serial Ports> Advanced Serial Settings 147
m  Port profiles: associate a serial Configuration > Serial Ports> Port Profile Settings 141
port with a set of preconfigured
port settings for a specific use
m  RCI over seria mode Configuration > Serial Ports> Advanced Serial Settings 147
m  RTSToggle Configuration > Serial Ports> Advanced Serial Settings 147
m  TCP seria connections Configuration > Serial Ports> port > Port Profile Settings > 143
TCP Socketsport profile
m  UDPseria characteristics Configuration > Serial Ports> port > Port Profile Settings > UDP 144

Sockets port profile

14
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Feature/task Path to feature in the web interface See page
Simple Network Management Protocol (SNMP):
m  Configure SNMP through the Configuration > System > Simple Network Management Protocol 158
web interface (SNMP) Settings
m  Enable/disable SNMP service Configuration > Network > Network Services 75
m  Enable/disable SNMP aarm Configuration > Alarms> alarm > Send SNMP trap to following 153, 154
traps destination when alarm occurs
m  Use SNMPasprimary Basic network and serial settings configurable through standard and Digi- 35181
configuration interface specific Management Information Blocks (MIBs).
More advanced settings must be set through the web or command-line user
interfaces, and sending alarms as SNMP traps must be configured through
the web interface, on the pages listed above.
System information: assign system- Configuration > System > Device | dentity Settings 155
identifying information to adevice
Socket Tunnel Settings Configuration > Network > Socket Tunnel Settings 89
Statistics for Digi devices Administration > System Information 184
Status of Digi devices Management > Serial Ports, Connections, Network Services 202
VPN (Virtua Private Network) To configure VPN: 90
Configuration > Network > Virtual Private Network (VPN) Settings
To manage VPN:
Management > Connections > Virtual Private Network (VPN)
Connections
Wi-Fi (wireless LAN) devices:
Wireless LAN Settings Configuration > Network > WiFi LAN Settings 67
Wireless Security Settings Configuration > Network > WiFi Security Settings 68
Wireless 802.1x Authentication Configuration > Network > WiFi 802.1x Settings 70

Settings

15
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Feature/task Path to feature in the web interface See page
XBee wireless network configuration and management:
m  XBeenetwork configuration Configuration > X Bee Network 131
through web Ul
m  XBee network configuration IntheiDigi Platform, the XBee Networ ks view 53
through the iDigi Platform
m  XBee network monitoring/ Administration > System Information > XBee Networ k 197
management through web Ul See also the iDigi Platform’ s XBee Networ ks view and detailed view of
network nodes.
m  XBee network monitoring/ set xbee 183
management through command display xbee
line info zigbee sockets
xbee

16
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Hardware features

A summary of hardware features, including power-supply information, isin "Hardware
specifications' on page 223.

Network interface features

A detailed list of network interface featuresisin Chapter 6, " Specifications and certifications". See
also the data sheet for your Digi product.

Configurable network services

Access to network services can be enabled and disabled. This meansthat adevice's use of network
services can be restricted to those strictly needed by the device. To improve device security, non-
secure services, such as Telnet, can be disabled.

Network services that can be enabled or disabled include:

m  Advanced Digi Discovery Protocol (ADDP): can enable or disable ADDP, but cannot
change its network port number.

=  ReaPort

m  Encrypted RealPort

] HTTP/HTTPS

m  LinePrinter Daemon (LPD)

= Remote Login (rlogin)

m  Remote Shell (rsh)

m  Simple Network Management Protocol (SNMP)
m Tenet

In the web interface, access to network services is enabled and disabled on the Network Services
page of Network Configuration. For more information, see "Network services settings' on page 75.
In the command-line interface, network services are enabled and disabled through the set service
command. See the Digi Connect Family Command Reference for the set ser vice command
description.
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I P protocol support

Introduction

All Digi devicesinclude a Robust on-board TCP/IP stack with a built-in web server. Supported
protocols include, unless otherwise noted:

Transmission Control Protocol (TCP)

User Datagram Protocol (UDP)

Dynamic Host Configuration Protocol (DHCP)

Simple Network Management Protocol (SNMP)

Secure Sockets Layer (SSL)/Transport Layer Security (TLS)

Telnet Com Port Control Option (Telnet) including support of RFC 2217 (ability to
control serial port through Telnet). See " Serial datacommunication over TCP and UDP"
on page 19 for additional information.

Remote Login (rlogin)
Line Printer Daemon (LPD)

HyperText Transfer Protocol (HTTP)/HyperText Transfer Protocol over Secure Socket
Layer (HTTPS)

Simple Mail Transfer Protocol (SMTP)

Internet Control Message Protocol (ICMP)

Internet Group Management Protocol (IGMP)
Address Resolution Protocol (ARP)

Advanced Digi Discovery Protocol (ADDP)

Point to Point Protocol (PPP)

Network Address Trandation (NAT)/Port Forwarding
Secure Shell (SSHv2)

Generic Routing Encapsulation (GRE) Passthrough

I PSec Encapsulating Security Payload (ESP) on most models
ESP Passthrough

Following is an overview of some of the services provided by these protocols.

18



Introduction

Serial data communication over TCP and UDP

Digi devices support serial data communication over TCP and UDP. Key features include:

m  Seria data communication over TCP, aso known as autoconnect and tcpserial can
automatically perform the following functions:

Establish bidirectional TCP connections, known as autoconnections, between the serid
device and a server or other network device. Autoconnections can be made based on
dataand or serial hardware signals.

Control forwarding characteristics based on size, time, and pattern
Allow incoming raw, Telnet, and SSL/TL S (secure-socket) connections
Support RFC 2217, an extension of the Telnet protocol

m  Seria datacommunication over UDP, also known as udpserial, can automatically
perform the following functions:

Digi Connect products can automatically send serial data to one or more devices or
systems on the network using UDP sockets. Options for sending data include whether
specific dataison the serial line, a specific time period has elapsed, or after the specified
number of bytes has been received on the seria port.

Control forwarding characteristics based on size, time, and patterns.
Support incoming datagrams from multiple destinations.
Support outgoing datagrams sent to multiple destinations.

m  TCP/UDP forwarding characteristics.

m  Extended communication control on TCP/UDP data paths.

Timeout
Hangup
User-configurable Socket 1D string (text string identifier on autoconnect only)

Dynamic Host Configuration Protocol (DHCP)

Dynamic Host Configuration Protocol (DHCP) can be used to automatically assign | P addresses,
deliver TCP/IP stack configuration parameters such as the subnet mask and default router, and
provide other configuration information. For further details, see "Configure an I P address using
DHCP" on page 48.

Auto-IP

Auto-IPisaprotocol that will automatically assign an |P address from areserved pool of standard
Auto-1P addresses to the computer on which it isinstalled. For Digi devices are set to obtain its P
address automatically from a DHCP server and the DHCP server is unavailable or nonexistent,
Auto-IP will assign the device an IP address. For further details, see "Configure an IP address
using Auto-1P" on page 48.
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Simple Network Management Protocol (SNMP)

Simple Network Management Protocol (SNMP) is a protocol for managing and monitoring
network devices. SNMP architecture enables a network administrator to manage nodes--servers,
workstations, routers, switches, hubs, etc.--on an | P network; manage network performance, find
and solve network problems, and plan for network growth. Digi devices support SNMP Versions 1
and 2. For more information on SNMP as a device-management interface, see " Simple Network
Management Protocol (SNMP)" on page 35. For alist SNMP-related of supported Request for
Comments (RFCs) and Management Information Bases (MIBs), see page 158.

Secure Sockets Layer (SSL)/Transport Layer Security (TLS)

Secure Sockets Layer (SSL)/Transport Layer Security (TLS) are used to provide authentication
and encryption for Digi devices. For more information, see " Security features’ on page 24.
Telnet

Digi devices support the following types of Telnet connections:

m  Telnet Client

m  Telnet Server

m  Reverse Telnet, often used for console management or device management

m  Telnet Autoconnect

m  RFC 2217, Telnet Com Port Control Option, an extension of the Telnet protocol

For more information on these connections, see " Supported connections and data paths in Digi
devices' on page 26. Access to Telnet network services can be enabled or disabled.

Remote Login (rlogin)

Users can perform logins to remote systems (rlogin). Access to rlogin service can be enabled or
disabled.

Line Printer Daemon (LPD)

The Line Printer Daemon (LPD) allows network printing over aseria port. Each seria port has a
dedicated LPD server that isindependently configurable. Accessto LPD service can be enabled or
disabled.

HyperText Transfer Protocol (HTTP)
Hyper Text Transfer Protocol over Secure Socket Layer (HTTPS)

Digi devices provide web pages for configuration that can be secured by requiring a user login.

Internet Control Message Protocol (ICMP)

ICMP statistics can be displayed, including the number of messages received, bad messages
received, and destination unreachable messages received.
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Point-to-Point Protocol (PPP)

The Point-to-Point Protocol (PPP) transports multi-protocol packets over point-to-point links. PPP
encapsul ates the data packet, allows the server to inform the dial-up client of its |P address (or
client to request the I P address), authenticates the exchange, negotiates multiple protocols, and
reassembles the data packet for network communication. ConnectPort X Family devices support
PPP as the connection protocol from the Digi deviceto the cellular IP network with NAT (Network
Address Technology).

Network Address Translation (NAT)/Port Forwarding

Network Address Trandation (NAT) reduces the need for alarge amount of publicly known IP
addresses by creating a separation between publicly known and privately known | P addresses.

Advanced Digi Discovery Protocol (ADDP)

The Advanced Digi Discovery Protocol (ADDP) runs on any operating system capable of sending
multicast |P packets on a network. ADDP alows the system to identify all ADDP-enabled Digi
devices attached to a network by sending out a multicast packet. The Digi devices respond to the
multicast packet and identify themselves to the client sending the multicast.

ADDP communicates with the TCP/IP stack using UDP. The TCP/IP stack should be able to
receive multicast packets and transmit datagrams on a network.

Not al Digi devices support ADDP. Accessto ADDP service can be enabled or disabled, but the
network port number for ADDP cannot be changed from its default.

Generic Routing Encapsulation (GRE) Passthrough
Encapsulating Security Payload (ESP)
ESP Passthrough

Generic Routing Encapsulation (GRE) and Encapsulating Security Payload (ESP) are routing
protocols that are used to route (tunnel) various types of information between networks.

GRE applies to the encapsulation of 1P datagrams tunnelled through the internet. The
encapsulation includes security, typically in the form of 1PSec (1P security), and is most commonly
found in VPN (Virtual Private Network) implementation. RFC (Request For Comment) 1701 and
1702 define these standards.Similarly, ESP is used in conjunction with |Psec as a possible way of
carrying I P packets for a Virtual Private Network (VPN) setup. ESP is defined in RFC 2406.

In ESP Passthrough and GRE Passthrough, inbound |Psec ESP or GSP protocol trafficis
forwarded from to a VPN device connected to the Digi device's Ethernet port.

Note: If an Auto-key Internet Key Exchange (IKE)-based VPN is used, UDP port 500 must also be
forwarded.
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Mobile/Cellular features and protocol support

Key cellular featuresin cellular-enabled Digi devicesinclude:
m  GSM: GPRS, EDGE, UMTS, HSPA, SMS

= CDMA: IXRTT, Ev-DO (Revs 0 and A)

(] IPSec ESP/ IKE

m [P Passthrough, aso known as bridge mode

=  3-5Volt SIM card

m  Signal-strength LEDs

Provisioning wizard

For Digi devices equipped with a Code-Division Multiple Access (CDMA)-based cellular modem,
the Mobile Device Provisioning Wizard is available in the web interface to properly configure the
Digi device with the required configuration used to access the mobile network. The wizard allows
for both automatic and manual provisioning for a variety of mobile service providers.

Digi SureLink™

Digi Connect Family, Digi Cellular Family, and ConnectPort X Family products support the Digi
SureLink™ feature. Digi SureLink provides an “aways-on” mobile network connection to ensure
that a Digi device isin a state where it can connect to the network. It does this through hardware
reset thresholds and periodic tests of the connection.

Mobile/Cellular protocols

Mobhile/cellular protocols supported include, unless otherwise noted:
m  Globa System for Mobile communication (GSM)

m  Genera Packet Radio Service (GPRS)

m  Enhanced Data Rates for GSM Evolution (EDGE)

m  Universal Mobile Telecommunications Service (UMTS)

m  High Speed Packet Access (HSPA)

m  Code-Division Multiple Access (CDMA)

= Evolution-Data Optimized (EV-DO, EVDO, or 1XEV-DO)

m  Short Message Service (SMS), currently for GSM cellular products only. Digi cellular
gateways implement an SM S-based protocol that allows managing devices by sending
SM S commands from anywhere SM'S messages can be sent. See " Short Message
Service (SMS) settings' on page 121.
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RealPort software

Alarms

Digi devices use the patented Real Port COM/TTY port redirection for Microsoft Windows.

Real Port software provides avirtual connection to serial devices, no matter where they reside on
the network. The softwareisinstalled directly on the host PC and allows applications to talk to
devices across a network as though the devices were directly attached to the host. Actualy, the
devices are connected to a Digi device somewhere on the network.

Real Port is unique among COM port re-directors because it is the only implementation that allows
multiple connections to multiple ports over a single TCP/IP connection. Other implementations
require a separate TCP/IP connection for each serial port. Unique features also include full
hardware and software flow control, as well as tunable latency and throughpuit.

Access to Real Port services can be enabled or disabled.

Encrypted Real Port

Digi devices also support Real Port software with encryption. Encrypted Real Port offers a secure
Ethernet connection between the COM or TTY port and adevice server or terminal server.
Encryption preventsinternal and external snooping of data acrossthe network by encapsulating the
TCP/IP packetsin a Secure Sockets Layer (SSL) connection and encrypting the data using
Advanced Encryption Standard (AES), one of the latest, most efficient security algorithms. Access
to Encrypted Real Port services can be enabled or disabled.

Digi’'s Real Port with encryption driver has earned Microsoft’'s Windows Hardware Quality Lab
(WHQL) certification. Drivers are available for awide range of operating systems, including
Microsoft Windows Server 2003, Windows X P, Windows 2000, Windows NT, Windows 98,
Windows ME; SCO Open Server; Linux; AlX; Sun Solaris SPARC; Intel; and HP-UX. Itisided
for financial, retail/point-of-sale, government or any application requiring enhanced security to
protect sensitive information.

Digi devices can be configured to issue alarms, in the form of email message or SNMP traps, when
certain device events occur. These eventsinclude certain data patterns being detected in the data
stream, and cellular alarms for signal strength and amount of cellular traffic for a given period of
time. Receiving alarms about these conditions provides the advantage of notifications being issued
when events occur, rather than having to monitor the device on an ongoing basis to determine
whether these events have occurred. Alarms can als