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1. Introduction to iDigi®

1.1 Overview

The iDigi platform is an on-demand hosted service platform with no infrastructure requirements for the
user. iDigi provides device management, real-time device messaging, and data storage services for a net-
work comprised of both wired and wireless Digi and third-party Gateways (called iDigi devices). iDigi
provides easy integration with M2M and mesh networking devices. iDigi is based upon a cloud computing
model that provides on-demand scalability so you can be assured that when you need additional computing
and storage iDigi will scale to meet your needs. iDigi is designed using a high-availability architecture,
with redundancy and failover characteristics in mind. iDigi is monitored 24 hours a day, 365 days a year by
Digi Operations staff which is able to respond to issues if and when they arise.

1.2 Why iDigi

In contrast to the one-user-to-one device model of other Digi device interfaces, iDigi uses a one-user-to-
many devices interface model. By providing a central point of access for all the iDigi devices in your
inventory, iDigi makes it easy to manage many devices. The iDigi devices initiate the connection to iDigi
via the Internet, and maintain the connection so you always have access to your remote assets. This con-
nection allows for end-to-end communications between the iDigi devices and the end-user iDigi client
applications.

By leveraging the Python support provided by the iDigi devices, customers can develop and deploy cus-

tomized Python programs throughout their network in order to collect data from the iDigi devices and their
attached devices and sensors. Once the data is collected, the Python programs can send the data up to iDigi
where it will be stored and can be retrieved by iDigi client applications issuing iDigi Web Service requests.

iDigi is a secure, publicly accessible platform allowing iDigi devices to access it with little or no configu-
ration. There is no need for connections to be opened through your DMZ in order for the iDigi devices
access iDigi. Users can access their iDigi device inventory using iDigi Manager Pro, so by using a stan-
dard Web browser you can configure your iDigi devices, track device performance, monitor device con-
nections, device status and statistics, reboot devices, reset defaults, and remotely upgrade firmware for all
the devices in your iDigi devices in your inventory.

Enterprise business applications connect to iDigi’s Web Service API and customers pay only for the iDigi
devices that subscribe to iDigi. Digi also provides access to a free iDigi developer account, which provides
access to all the iDigi features so you can develop your own iDigi solutions.



1.3 Additional iDigi Documentation

The following Digi documents are available on the Digi Website. Go to www.digi.com and in the Search
field provided, enter the document number for the appropriate document you wish to download.

Document Title Document Number
Anywhere USB 2/5/5(G2)/14 Installation Guide 90001085
Anywhere USB TS-44 Installation Guide 90001086
ConnectCore 9C/Wi-9C Hardware Reference 90000789
Manual
ConnectCore 9P 9215, Wi-9P 9215, and 3G 9P
9215 Hardware Reference Manual 90000879
ConnectCore 9P 9360 Hardware Reference 90000769
Manual
ConnectCore 7U Hardware Reference Manual 90000798
ConnectPort X Family User’s Guide 90000832
ConnectPort X5 Family User’s Guide 90001100
ConnectPort X3 Family User’s Guide 90001190
ConnectPort Display User’s Guide 90000750
Customlzatlop and Integration Guide: Digi 90000734
Connect Family
Digi Cellular Family User’s Guide 90000753
Digi Connect Family User’s Guide 90000565
Digi Connect EM and Digi Connect Wi-EM 90000632
Hardware Reference Manual
Digi Connect ME, Digi Connect Wi-ME and Digi 90000897
Connect ME 9210 Hardware Reference Manual
Digi Connect SP and Digi Connect Wi-SP 90000540
Hardware Reference Manual
Digi Connect Wi-EM 9210 Hardware Reference 90000955
Manual
Digi TransPort Family User’s Guide 90001019
iDigi Web Services Programming Guide 90002008
NS7520 Hardware Reference Manual 90000353
NS9210 Hardware Reference Manual 90000846
NS9360 Hardware Reference Manual 90000675



www.digi.com

NS9750 Hardware Reference Manual 90000624
Product Manual: XBee/XBee-Pro ZB RF 90000976
Modules

Remote Command Interface (RCI) Specification | 90000569

User’s Guide: XBee/XBee-Pro Drop-In
Networking Adapters and Accessories

90000891

1.4 iDigi Support Information
For iDigi Technical Support contact us at:

Digi International
World Headquarters

Mail 11001 Bren Road East
Minnetonka, MN 55343
1-877-434-4439 or

Phone

1-952-912-3456
Web www.digi.com/support



www.digi.com/support

2. Getting Started with iDigi®

The features provided by iDigi are made available by the iDigi Services subscribed to by your iDigi User
Account. As an iDigi Developer, you have free access to an iDigi Developer Account that enables all the
iDigi features and functionality except for its limitation to supporting a maximum of only 5 iDigi devices
(or a list of supported iDigi devices, see Chapter 10 - iDigi® Device support on page 52).

This User’s Guide will focus on helping the new iDigi Developer manage his iDigi device inventory.

2.1 iDigi User Accounts

iDigi supports several types of User Accounts. The details of the accounts are described in the following
sections.

2.1.1 iDigi Developer Account

The iDigi developer account is a free, password protected iDigi User Account that provides access to a
limited number of iDigi devices. The iDigi developer account enables developers to create and deploy
Python programs and iDigi Client Applications that will leverage the functionality provided by both iDigi
and the iDigi devices.

The iDigi Developer services are accessed at: https://developer.idigi.com

2.1.2 iDigi Production Account

The iDigi production account is a fee-based, password protected iDigi User Account that provides access
to all the iDigi devices in your inventory within the limits of the iDigi Services and Rate Plans specified by
your User Account.

The iDigi Production services are accessed at: https://my.idigi.com


https://my.idigi.com
https://developer.idigi.com

2.1.3 Creating your iDigi Developer Account

To create your iDigi Developer account, click Are you a new user?, then follow the steps provided.

(?Dlgl"‘ M2M Network Operating Platform

Log in to iDigi

Are you a new user?
User Name: | |

Passwcrd:| |

Forgot your user name or password?

iDigi Related Links

Copyright © 1996-2010 Digi International Inc. Al rights reserved.
Home

Suppaort
Lagin EAQ

Get Started Now Contact us

Solutions Privacy Policy

Figure 1: iDigi Developer Login Page

After you create your iDigi Developer Account and Log in to iDigi, you will be using iDigi Manager Pro,
and since the iDigi services are cloud-based, the iDigi Manager Pro view of your iDigi device inventory
will be consistent whether you use iDigi Manager Pro from your home or office.

After you complete your iDigi Developer evaluation, you can setup an iDigi Production account by con-
tacting us at:

Phone: Web:
1-877-IDIGI-EZ
or
1-877-434-4439

www.idigi.com/contactus
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3. iDigi Manager Pro™ Overview

iDigi Manager Pro is the graphical user interface of iDigi. The first time you Log in to iDigi, iDigi Man-
ager Pro will display the Welcome page; otherwise it will display the last page visited during your previous
iDigi management session. The iDigi Manager Pro sessions have a 30-minute inactivity time limit.

The iDigi Manager Pro screens displayed throughout this User’s Guide are based on the iDigi 2.1.10.1 ver-

sion.

3
’rfblgr
1} Home

Welcome
Resources

““ Management
Devices
XBee Networks
Storage
Weh Senvices Consale
.11 Subscriptions
Summary
Details
@& Administration

My Account
lessages
Operations

Ready

About | Log Off
igi Manager Pro jlee, Digi

Welcome

>

Welcome to the iDigi™ Platform v2.0.
You are minutes away from being able to provision your first device. Here are few tips to get you started.

Devices

Add and manage your devices by selecting Devices in the navigation pane. Click the plus button on this view to add devices.
- .o Enterpris
iDigi Connectivity Server N
To access and manage your devices remotely, they must be configured to connect to a iDigi Connectivity Server. Your iDigi
Connectivity Server address can be found in the blue banner on this page.

Documentation
The Documentation view has a wealth of information to help vou develop your own selutions. This includes documentation, tutorials, demos and more.

Here is what's new in this release.

User interface enhancements

Device management has been integrated into the iDigi web UL You may simply double-click on your gateway in the devices list in order to make configuration changes or view
additional statistics. This information is cached, as it was with the original device manager, so vou will need to dlick Refresh in order to view the most recent information. You may
update firmware, update Python programs and update ¥XBee firmware on your remote gateways. You may also remotely manage your gateway(s) ability to update firmware on ¥Bee
wireless nodes.

To take full advantage of the new device management pages, your gateway must be running firmware v2.8.9.x or later. Visit the Digi's support site for your gateway to download the
latest firmware. Once you have the latest firmware binary, you may update your gateway(s). Navigate to the "Management = Devices” section of the iDigi UI and select the gatway(s)
you would like to update, right-click and select "Firmware = Update Firmware.”

There is a new search feature in the Devices list which will allow you to quickly find 3 gateway based on MAC address, device ID, IP address, description, device type (model name) or
cellular modem ID.

Similarly, it is now easier to find your XBee devices using the XBee Networks view. Use the new search feature to find any remote device on any XBee network associated with any of
your gateways.

We have added 3 new Subscriptions section to the iDigi UL This allows you to get a good idea of your application’'s data usage, both from the perspective of your web services client
application as well as from the iDigi cloud to your gateways.

3

Figure 2: iDigi Manager Pro Welcome page
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iDigi Manager Pro provides menus in the left navigation bar and banner. These menus provide access to all
the Management, Subscriptions, and Administration functions of iDigi Manager Pro.

Most of the menus display a toolbar at the top of the selected page as well as a list of devices or entries to
be displayed or configured in the body of the page. The toolbars allow quick-access to the management
functions for the given page. You can also bring up a tools menu by right-clicking one of the entries on the
page; this will allow you to see the available tools available for the item or items selected.

The columns displayed by the iDigi Manager Pro are configurable. You can select which columns should
be included or excluded from view, as well as arrange the order of the columns to suit your needs. If you
choose to display all the available columns for some of the pages, you may wish to user your Web
browser’s Zoom-In and Zoom-Out functions (Ctrl++, and Ctrl+-) in order to display the page’s informa-
tion more effectively.

3.1 Minimum Requirements

iDigi Manager Pro connects to iDigi using a standard Web Browser. iDigi Manager Pro supports the fol-
lowing Web Browsers:

Web Browser Version Requirements
Microsoft Internet Explorer Versions 7 through 8
Note: IE 9 is not currently supported
Mozilla Firefox Version 3 or newer
Google Chrome Version 4 or newer
Apple Safari Version 4 or newer*

* The Device Discovery function in the Add Devices tool is not currently supported on Mac OS X.

3.2 About menu

The About menu is displayed in the iDigi Manager Pro banner, and it provides version information for
iDigi Manager Pro and contact information for Digi.

3.3 Log Off menu

The Log Off menu is in the iDigi Manger Pro banner, and it opens a dialog box allowing you to exit your
iDigi management session.

3.4 Welcome menu

The Welcome page is the page displayed when you first log into iDigi. It provides a brief overview of
some of the iDigi features.
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3.5 Resources menu

Clicking the Resources menu provides a list of iDigi resources including documents, applications, and
helpful links in order to help you better understand the iDigi environment. As new versions of iDigi are
released, these resources may be updated, so it is a good practice to check out this page from time to time
to ensure you are aware of the latest iDigi resources available.

3.6 Devices menu

Clicking the Devices menu displays the list of iDigi Devices in your inventory. The Devices menu allows
for the:

= Displaying of the Device ID, IP Address, and connection status of your iDigi Devices
= Selecting of the columns to be displayed by the Devices page

= Adding and removing iDigi Devices from your inventory

= Configuring of iDigi Devices

= Uploading of Python files to iDigi Devices

= Updating of Device and XBee Node firmware to the iDigi Devices,

= Exporting and Importing iDigi Device configuration files

= Importing of iDigi Device customization files

= Rebooting of the iDigi Device

= Restoring of the Factory Defaults of an iDigi Device

= Exporting of the iDigi Device information displayed by the Devices page
= Performing of management tasks on a group of iDigi Devices

3.7 XBee Networks menu

Clicking the XBee Networks menu allows you to manage all the XBee devices in your inventory. The
XBee Networks menu allows for the:

= Displaying of the Node Address, Network Gateway, Type, and Role of all the XBee devices in the net-
work

= Refreshing of the list of devices on any XBee network

= Configuring of the XBee devices in the network

= Exporting of the XBee network information

= Performing of management tasks on a group of XBee devices

13



3.8 Storage menu

Clicking the Storage menu displays a folder for each of the iDigi Devices in your inventory. The name of
the folder is the fully qualified Device ID of the iDigi Device. When the Python program running on the
iDigi Device sends data to iDigi for storage, these folders represent the location where the data is stored on
iDigi. Each iDigi Device only has access to its own folder, and any subfolder created under its root folder.
The Storage menu allows for the:

= Displaying of the folders associated with your iDigi Devices

= Creating and deleting of folders

= Displaying of the contents of the folders and the size of the files in them
= Uploading of files to the folders from your PC

= Download of files from folders to your PC

3.9 Web Services Console menu

Clicking the Web Services Console menu opens a page providing tools for the iDigi developer. This page
allows you to perform any iDigi Web Service request and view the response data. The Web Services Con-
sole page is intended to be a tool for developers writing applications that will call iDigi Web Services,
although it can also be useful to administrators as a diagnostic tool. For information regarding this menu,
please refer to the iDigi Web Services Programming Guide.

3.10 Summary menu

Clicking the Summary menu displays subscription information including the iDigi Services and iDigi
Rate Plans assigned to your account. By default, an iDigi Developer account subscribes to all the iDigi
Services. The Summary menu allows for the:

= Displaying of all the iDigi Services subscribed to by your User Account

= Displaying of the Rate Plan associated with each iDigi Service

= Displaying of the number of subscriptions and usage for each of the iDigi Services
= Displaying of the usage limit and any overage for each of the iDigi Services

= Exporting of iDigi Service usage for the current month or previous months

3.11 Details menu

Clicking the Details menu displays detailed information about your subscriptions including the iDigi Ser-
vices and Rate Plans subscribed to by your User Account. The Details menu allows for the:

= Terminating of the Subscription to a Service

= Activating and Deactivating of a Subscription to a Service

= Displaying of the Services subscribed to by each of the iDigi Devices
= Displaying of the usage consumed by each of the iDigi Devices

= Exporting of Service usage for the current, or previous months

14



3.12 My Account menu

Clicking the My Account menu displays your User Account information and allows you to edit your User
Account and Password information.

3.13 Operations menu

Clicking the Operations menu displays a list of the iDigi operations (management tasks) your have per-
formed over the last 24 hours.
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4. Managing iDigi® Devices

4.1 Devices page overview

Clicking the Devices menu opens the Devices page. The Devices page allows you to manage the iDigi
Devices in your inventory. In order to manage an iDigi Device, it must be added to your inventory, see the
Add iDigi Devices to your inventory section on page 22 for more details.

The Devices page provides a toolbar and search bar to simplify your management tasks. You can also add
or remove individual columns from being displayed on the page, as well as arranging the columns in any
order you wish. You can even sort the columns. For more information see the Devices page navigation sec-
tion on page 17.

Common device management tasks include:

= Adding and removing devices from the network

= Importing and exporting configuration files from the devices
= Updating firmware in the devices

= Changing the configuration of a device

i Favorkes = 0% Marager Pro

(TDlgl'

& Home

Walcome

Opertions

Figure 3: The Device List on the Devices page
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4.2 Devices page navigation

The columns displayed are configurable in a variety of ways. Right-Click in one of the column headings
and iDigi Manager Pro will list all the columns available for the particular page, as well as which columns
are currently displayed on the page. Simply check and uncheck the appropriate columns to update the list
to suit your needs.
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Users @ 002090:3C2B42 00409DFF-FFIC2B42 10.21.8.119 Connll¥| Firmware Level Ken's X8 Connected 28011
Messages j‘ Last Cannect Time
Operations | Contact
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Reset grid layout

The columns can be rearranged by left-clicking the column you wish to move, and dragging it to its new
location. Sorting a column is performed by left-clicking the column heading. This will reverse the search
order of the selected column, left-clicking it again will set the search order back to where it was when you
started.

Although many of the columns provided on the Devices page are self explanatory, some of them are
explained in more detail below:

4.2.1 Cellular Modem ID

For iDigi Devices with cellular support, the Cellular Modem ID is the serial number of the cellular
modem.

4.2.2 Device ID

The Device ID is a 16-Byte address that uniquely identifies the iDigi Device in iDigi. An iDigi Device will
create its Device ID based on its primary communication interface. Usually this will be based on the
Device’s Ethernet MAC address, but for Devices that do not have an Ethernet interface another interface
like its cellular interface will be chosen instead. The format of the Device ID is as follows:

1:9,9,9,9.9.9.9,0.9,9,9,9.9.9,.9.0.9.9.0,9.9.9.9,0.9,9,.0:0.9.0,0.4

17



An example of a Device ID based on a Devices Ethernet interface with a MAC Address of 0004F3:01F974
is:

00000000-00000000-0004F3FF-FF01F974

In many cases, the leading 8-bytes of the Device ID are zeros, the iDigi Manager Pro may skip displaying
the leading “00000000-00000000” in order to minimize screen usage.

4.2.3 Extended Address
For iDigi Devices with XBee support, the Extended Address is the Device’s XBee MAC Address.

4.2.4 Device Type
The Device Type is the iDigi Device’s model information.

4.2.5 Description, Location, and Contact

The Description, Location, and Contact fields are user configurable and allow descriptive device informa-
tion to be assigned to the each of the iDigi Devices.

4.2.6 Status
The Status field indicates whether the given iDigi Device is currently connected or disconnected to iDigi.

4.2.7 Last Connect Time
The Last Connect Time indicates the last time the iDigi Device established its connection with iDigi.

4.2.8 Latitude, and Longitude

For iDigi Devices with Cellular GPS support, the Latitude and Longitude values provided from the Device
are displayed.

4.2.9 Vendor ID
The Vendor ID is a 4-Byte value indicating the manufacturer of the selected iDigi Device.

4.3 Devices page toolbar

The Devices page toolbar provides quick access to all the management tasks that can be performed on the
Devices page. The Tool-Bar provides the following buttons (maybe we can add tool-bar pictures for each
of the following items):

= Refresh - Clicking the Refresh button refreshes the list of iDigi Devices displayed.

= Export Device List — Clicking the Export Device List button opens a dialog allowing you to export
device information for all the iDigi Devices in your network in a Microsoft Excel file.

= Add Devices — Clicking the Add Devices button opens a dialog allowing you to add devices to your
iDigi inventory. The Add Devices dialog includes an applet that discovers iDigi Devices on your local
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network. If your Devices are not on your local network, you can also add them manually by supplying
the necessary information.

= Remove Devices — Clicking the Remove Devices button will allow you to remove the selected iDigi
Device from your network.

= Administration — Clicking the Administration button will allow you to upload files, import and
export configuration and customization files, Reboot, Reset to Factory defaults, or disconnect your
iDigi Device from iDigi.

= Firmware — Clicking the Firmware button allows you to update the firmware in the selected iDigi
Device.

= Properties — Clicking the Properties button will open the Properties page for the iDigi Device or
Devices selected. The Properties page displays the Device configuration, state, and statistics informa-
tion

4.4 Devices page search bar

The search bar allows you to search for entries in the Device List that match the search criteria entered.
The search bar provides the Search, Clear, and Advanced buttons.

Search: () ww

Clicking the Search button starts the search using the criteria entered in the Search field, searching only in
the columns called out in the Advanced button. The resulting search will display all the devices that meet
the search criteria in the Device List.

Clicking the Clear button clears the Search field and updates the Device List to display all the iDigi
Devices in your inventory.

Clicking the Advanced button will allow you to select the search columns to be used during subsequent
searches.
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4.5 Devices page Management Tools

Performing management tasks on a Device is a two-step process. First select the Device or Devices, and

then select the management function to be performed.

Selecting Devices in the Device List is a simple as clicking on a Device. Once a Device has been selected,
its row will turn blue (as shown below).
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Figure 4: Selecting a Device to be managed

~ Status
Connected
Connecled
Connected
Connected
Connected
Connecled
Connected
Connected
Connected
Connected

Connected

About | Log Off

idigi_test, Digi International

| Firmware Level
211.0.9
211.09
24005
21005
21005
29.0.11
29.0.11
28.012
2920
28011

21007

11 devices (1 selected)

Selecting multiple Devices can be done by holding down the Ctrl key while selecting the Devices, or you
can also select a series of Devices by first selecting the top-most Device, and then Shift-Click on the bot-
tom-most Device to select all the Devices in the series (as shown on the next page).
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Figure 5: Selecting Multiple Devices to Configure

Once the Devices have been selected, either click the desired Tool-Bar button, or right-click on one of the
selected Devices and select the desired management function from the menu displayed.
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4.5.1 Refresh
Clicking the Refresh button will refresh the information displayed on the Devices page.

4.5.2 Export Device List

Clicking the Export Device List button will open a dialog box that will allow you to save the information
displayed in the Devices page to a Microsoft Excel file.

4.5.3 Add iDigi Devices to your inventory

To communicate with iDigi, the Device needs to be added to your iDigi inventory, and the Device needs its
Remote Management configuration updated in order to establish a connection with iDigi. The Add
Devices dialog can perform these tasks for you.

Updating the Remote Management configuration of the iDigi Device entails the following:

i‘g Favorites 2 iDigi Manager Pro | | & - B (= | @ - Page » Safety » Tools = @v
@ e
J| magi- iDigi Manager Pro
Add Devices X
faf Home
VWelcome
Hotateos Below are the devices found on your local network. Select the ones you would like to add and click OK. If
wour device is not found. click the Add Manually button.
» Management Firmware Leve
Devices 7 Atternpt to auto-configure selected discovered devices to connect to iDigi. A
¥Bae Notworks Warning: This action may reboot the device. 21109
Storage
Dk s o il Select Devices: All Mone (37 devices found)
MAC Address EIPAddress fHardware MName EDevice Id ‘\} Refresh 21103
Subscriptions 004090:298023 10.8.16.89 Digi Connect ES & SB 00409DFF-FF288033 Al
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- 210.0.5
Details 00409D:43FA15 10.8.16.22 ConnectPort X4
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My Account 004080:38E761 1081564 ConnectPort X4 v
Users 21005
Messages Didn' find your device on the network?  Add Manually =>
Operations No devices to add 28011
Cancel
28.0.11
7
Ready 11 devices (1 selected)

1. Enable Remote Management via iDigi

2. Provide the address of iDigi (www.developer.idigi.com in this case)
3. Have the Device connect to iDigi automatically at startup

4. Have the Device reconnect to iDigi in the event of a disconnection
5. Click the Add Devices button in order to open the dialog.
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www.developer.idigi.com

The first step is to discover your iDigi Device on your local network. Normally the Add Devices applet
will discover all your iDigi Devices automatically as soon as you open it.

NOTE: The Add Devices Auto Discovery discovers iDigi Devices on your local
network and requires the Java Runtime Environment (JRE 1.6 or newer). If this
is not installed, or your iDigi Devices is not discover, or is not on your local net-
work, you must add the iDigi Devices manually. For more information on how
to add iDigi Devices manually, see the Add a Device to the iDigi inventory man-
ually section on page 55.

Once your Device has been discovered on your local network, click on the Device you wish to add to your
iDigi inventory. If the iDigi Device is not discovered, or is not on your local network, you can add the
Device manually. Once all the Devices have been selected, determine whether or not you want the Add
Devices applet to auto-configure the iDigi Device’s Remote Management settings (this is the default
option and will reboot the Device in order to apply the updated configuration settings).

Click OK to add the Devices to your iDigi inventory.

4.5.4 Remove Devices
Selecting Remove Devices will allow you to delete the selected Device or Devices from the inventory.

4.5.5 Upload Files to the Device

iDigi Manager Pro allows you to upload files to either the Devices root folder, or the Devices root Python
folder. Selecting Administration > Upload Files opens a dialog that allows you to upload files to the root
directory of the Device or Devices selected.

Selecting Administration > Upload Python Files opens a dialog box that allows you to upload Python
files to the root “python” directory of the Device or Devices specified.

4.5.6 Exporting a Device’s Configuration file

Selecting Administration > Export opens a dialog box that allows you export the XML configuration file
of the selected Device. Exporting a Device’s configuration file is a simple way to store a copy of the
Device’s configuration for later use.

4.5.7 Import a Device’s Configuration file

Selecting Administration > Import opens a dialog box that allows you import a configuration file for the
selected Device. The configuration file is an RCI file.

4.5.8 Import Customization Files to the Device

Selecting Administration > Customization opens a dialog box that allows you to download customiza-
tion files. For the iDigi Devices that support this, customization files are used to private-label and custom-
ize the iDigi Device. Customization usually takes the form of importing a few files to the Device and
rebooting the Device in order to apply the new defaults. For more information see Appendix B.
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4.5.9 Reboot the Device
Selecting Administration > Reboot from allows you to reboot the Device or Devices selected.

4.5.10 Reset the Device to Factory Defaults

Selecting Administration > Restore Factory Defaults will open a dialog where you can restore the fac-
tory default configuration to the Device or Devices selected. The dialog allows you to select whether you
want to reset all the configuration items, or everything except the Device’s network configuration.

4.5.11 Disconnect the Device from iDigi

Selecting Administration > Disconnect will result in iDigi sending a command instructing the Device to
disconnect. If the Device is configured to automatically reconnect to iDigi, it will re-establish the connec-
tion to iDigi after its reconnection timeout period has expired.

4.5.12 Update the Device’s Firmware

Selecting Update Firmware will open a dialog box where you can select a Firmware file to upload to the
selected Device or Devices. Once the Firmware file is downloaded to the Device, the Device will be
rebooted automatically.

4.5.13 Update the Device’'s XBee Firmware
Selecting Update Gateway XBee Radio Firmware will open a dialog box where you can select a XBee
Radio Firmware file to upload to the selected Device or Devices.

Once the XBee Radio Firmware file is downloaded to the Device, the Device will be rebooted automati-
cally.

4.5.14 Update XBee Node Firmware

Selecting Update XBee Node Firmware will open a dialog box where you can download XBee Radio
Firmware to all the Remote Nodes connected to the selected iDigi Device. Once the XBee Radio Firmware
file is downloaded to the Remote Node, the Remote Node will be rebooted automatically.

4.5.15 Displaying a Device’s Configuration

The configuration information for an iDigi Device is displayed by opening its Properties. This can be done
by either double-clicking on the Device in the Device List, or by selecting one or more Devices and then
clicking the Properties button in the Tool-Bar. iDigi Manager Pro displays the Properties with a menu-tree
on the left and the corresponding Properties page information on the right.
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Figure 6: Device’s Home Properties page

Since iDigi supports a wide variety of Devices, it relies on the iDigi Device to provide device descriptors,
state and configuration settings to iDigi when the Device first connects to iDigi. iDigi stores this informa-

tion in a cache for each of the iDigi Devices on the network.

When iDigi Manager Pro displays Properties page information, the information displayed is pulled from
the iDigi database if it exists; otherwise the information is pulled from the iDigi Device directly. In order
to force the iDigi to update its database with a current copy of the Device’s configuration and state infor-
mation, click the Refresh button on the Properties page.

Changing the configuration of the iDigi Device is as simple as navigating to the appropriate menu, update
the Property page as needed, and then click Save. You can also make changes on several Property pages
before clicking Save, this will allow you to update several Property pages by performing only a single

Save.
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5. iDigi® SMS

5.1 Overview

The iDigi SMS feature supports sending and receiving SMS messages between iDigi and an iDigi device.
iDigi SMS can be used to:

= Send an SMS message to the iDigi device in order to have the iDigi device dynamically establish its
EDP connection with iDigi

= Send user defined data to and from iDigi and iDigi devices

= Perform limited device management such as Pinging the iDigi device, as well as provisioning it prop-
erly for SMS functionality with iDigi

With iDigi devices that support the iDigi SMS feature, iDigi can send an SMS message to the iDigi device
instructing the device to establish its EDP connection to iDigi. Once the iDigi device has uploaded its data
to iDigi, iDigi can then disconnect the EDP connection resulting in lower cellular data usage since the
EDP connection non longer needs to be maintained around the clock.

iDigi SMS support makes sending data between iDigi devices and iDigi easy and reliable. This new iDigi
feature augments and overcomes the limitations of using basic SMS messages in several ways:

= Send request/response pairs allowing confirmation of messages, as well as allowing iDigi devices to
respond to user commands sent though iDigi

= Send messages larger than a single SMS message. iDigi will automatically split up and re-assemble
large messages into a multi-part message without requiring any user intervention..

= Send binary messages (basic SMS messages are limited to text only)
= Guarantee data integrity (basic SMS messages do not guarantee integrity)

iDigi supports SMS Communication through both the Devices page within iDigi Manager Pro and through
the Web Services console. For more information about using the Web Services Console, see the iDigi Web
Services Programming Guide. The iDigi functionality available in the Devices page is detailed further in
this chapter.

5.2 Enabling SMS support on your iDigi User Account

In order to use the iDigi SMS feature, you must first subscribe to this service in your iDigi account. This
feature is disabled by default as it may cause you to incur additional charges on your cellular data plan.
Check with your cellular service provider to ensure you have an appropriate SMS option as part of your
plan.

Contact your Digi sales representative to get started, or call iDigi at 1-877-IDIGI-EZ or 1-877-434-4439.
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5.3 Configuring your iDigi Devices

5.3.1 Set Device-Level SMS Settings

Prior to using the iDigi SMS feature set, you must first configure your iDigi device to enable the iDigi
SMS feature. The instructions below assume you have an iDigi device with a working cellular connection
already.

NOTE: You can also edit these settings through the device's local web Ul if you
have the iDigi device connected locally, and it would be called the global SMS
setting in that interface. You can find this under Configuration > Mobile >
Short Message Service (SMS) Settings.

1. From the Devices page, double-click on your iDigi device to access the properties details.

2. Under the Advanced Configuration heading, explode by clicking on + to see subheadings, and click
on Cellular SMS.
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DNS proxy » SCL entries: 4

DNS server

» SCL entries: 5
» SCL entries: 6
» SCL entries: 7
GPS static position » SCL entries: 8

- T - N » SCL entries: 9
4 m r

Dynamic DNS updater service
Failover
GPS geofence

|+

k2 Andbriae- A0

Export... | Refresh = Close

3. Edit the Enabled setting to On.
4. Remove the Password if one is shown (you may edit this later after establishing the SMS service).
5. Click Save to finalize changes.
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5.3.2 Set Device-Level iDigi SMS Settings

If you completed the above step, or had already set your iDigi device to send and receive standard SMS
messages, then you need to configure the iDigi device to enable iDigi SMS messaging.

NOTE: You can also edit these settings through the iDigi device's local web Ul
if you have the device connected locally. Select Configuration > iDig i> Short
Messaging, then check the box next to Enable iDigi SMS and uncheck the box
next to Restrict Sender.

1. From the Devices page, double-click on your device to access the properties details.

2. Under the Advanced Configuration heading, explode by clicking on + to see subheadings, and
click on iDigi SMS.

iDigi SMS
State: (® On () Off
Restrict Sender to only iDigi Server Phone Mumber: () On (@) Off
iDigi Server Phone Mumber: IDIGI

IDigi Server Service ldentifier:

Save = Export... Refresh = Close

3. Set State to On.

4. Remove the iDigi Server Phone Number (will default to IDIGI, which is ok).
5. Remove the iDigi Server Service ldentifier.

6. Click Save to finalize changes.
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5.3.3 Add the Digi Device’'s Phone Number to iDigi
1. Return to the Devices Page and locate the SMS pull-down menu. Select Configure... from the

menu.
Devices
~ | BB - dl .
A |‘—}*|‘PK|L""L'|‘3}
Search:
MAC Address Devig 155 Device Type Description
¢ 00409D:4A3946 50040 1.0.159 ConnectPort X4

2. A dialog box will appear, and let you to enter up to 2 device phone numbers. Enter your phone num-
ber(s) and click Ok.

3. Once this configuration step is complete, you should try to ping the iDigi device using an SMS mes-
sage from iDigi Manager Pro to confirm success. See further instructions in this chapter.

5.4 Managing Device Level iDigi SMS Subscriptions

5.4.1 Enabling Device Level iDigi SMS Subscriptions

From the Management > Devices page in iDigi Manager Pro, highlight a device in your inventory, then
move your mouse over the new SMS menu to see if this is currently enabled for the selected iDigi device.
If a red circle with a diagonal line through it appears, this is not currently available. Assuming you've
already added an iDigi SMS subscription to your account, this can easily be fixed.

1. Navigate to Subscriptions > Details and locate the iDigi device's other subscriptions in your inven-
tory list. Select it.

2. Click onthe add <# « button with the associated Subscribe to Service pull-down menu. Select
iDigi SMS messaging.

NOTE: These subscriptions are all explained in more detail in the Subscriptions
chapter of this book.
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Subscription Details

Embedded device customization ) x ¥

iDigi WebService messaging

O Senice
iDigi Device messaging
XBee Smart Energy Management | =948 L B |
<[] Dia Data Management =

iDigi Device Management
iDigi SMS messaging
3. A dialog box prompting you to confirm this change to your device will appear. Though this example

shows only one iDigi device, you may have multiple devices added and should double-check that
you're activating iDigi SMS on the correct iDigi device. Click OK.

Subscribe To Service

Please choose a rate plan for the iDigi SMS messaging service and select the devices
you would like subscribed to this rate plan.

Rate Plan: SMS messaging =

Select Devices: All MNone

MAC Address  Device D ... |PAddress  DeviceType

il O

004090:4A3946  00409DFF-FF4A3946 166.130.0.159 | ConnectPort

OK | Cancel
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5.4.2 Terminating a Device Level iDigi SMS Subscription
1. From the Management > Devices page in iDigi Manager Pro, highlight the line showing the iDigi

device and subscription you want to terminate. Then click on the delete &  button in the toolbar
to terminate.

Subscription Details

* > R &~ |G| E

Search: O x¥
&l o MAC Address =  Device ID Senvice
gagay 004090D:4A3946  00409DFF-FF4A3946 iDigi Device messaging
gGagog 004090443946 00409DFF-FF4A3946 iDigi SMS messaging

___________________

2. Confirm your selection by clicking Yes. The change is effective immediately.

Terminate Subscription

| ? Are you sure you want to terminate the iDigi SMS messaging subscription?

Yes:  No

5.4.3 Metering

Within the iDigi Manager Pro interface, go to Subscriptions > Summary to display the subscriptions
active on your account. If iDigi SMS messaging is on your account, you will see it listed here, along with
your usage to date in the active month and any usage limits that may apply to your account.

Please note that in the example account used throughout this chapter, iDigi SMS messaging is highlighted.
We have sent 71 messages to our device(s) and received 44 response messages. This count includes only
those messages sent between your devices and iDigi. The usage will reflect each individual message that
makes up a multipart message between the device and iDigi.

Example: If a request from iDigi takes 1 message to send to the device and the device requires 4 messages
to send back the response, you will see your 'sent' usage increase by 1 while your 'received' usage will
increase by 4.
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Subscription Summary

-

Search: Q=¥ 1 Billing Period: March 2011 -
Service # Subscriptions Pooled Usage/Limit #1 Usage/Limit #2

Dia Data Management 1 Yes 0 /1000000 (Dia Devices) 0 /1000000 (Dia Transactions)
iDigi WebService messaging 1 Yes 463.87 KB/ 95.3674 GB 33 /10000000000 (messages)
iDigi Device Management 1 Yes 111000000 {(devices)

iDigi SMS messaging 1 Yes 57‘1 150000 (sent) 44! 50000 (received)

iDigi Device messaging 1 Yes 246 Bytes / 976.563 MB 1100000 (messages)

5.5 Sending iDigi SMS Messages from iDigi Manager Pro

5.5.1 Request Connect

Navigate to the iDigi Manager Pro Devices Page. Click on the device, then use the pull-down menu at the
top E"i' = 10 access iDigi SMS commands.

The Request Connect command sends an iDigi SMS to the iDigi device to instruct it to establish an EDP
connection back to iDigi. If you plan to keep your device offline, this command will allow you to dynami-
cally establish the EDP between the iDigi device and iDigi in order to perform extended communications
(SCI/RCI, firmware upgrades, etc.) that are either not supported or nor practical via iDigi SMS. The Con-

nect Request itself does not communicate any parameters to the iDigi device other than instruct it to estab-
lish a paged connection with iDigi..

SMS Request Connect
Sends an SMS Request Connect message to the selected device(s)

Sending this SMS command to a currently connected device will instruct the device to
disconnect and reconnect if configured to do so.

{ Request response

OK | Cancel

34



The only option for this command is whether or not you select Request response. If you select it, you will
get a success or failure message, from the iDigi device indicating it has received and understood this SMS
message.

Whichever option you choose, you should refresh =  the Devices page afterward to confirm your
device's status.

If the iDigi device is already connected, this command will not make any changes. If not, this command
will attempt to establish a connection. However, if your iDigi device (via the local device configuration
Ul) is configured with Disconnect the current iDigi connection before making a paged connection
selected, then this command will first disconnect it from iDigi and then attempt to re-establish connection.

NOTE: The Request Connect SMS command is also supported under the Web
Services Console. To learn more about this feature, see the iDigi Web Services
Programming Guide.

At the end of your iDigi session, you may easily disconnect your iDigi device's EDP connection, using the
Administration > Disconnect selection, also available on this menu.

Devices

B X[iT~ed'> v |&

o
w

Search: O xy
MAC Address Device ID IF Address Description
g 00409D:4A3946 00409DFF-FF4A3945 166.130.0.1F o FRETEET
E* Export Device List
* Add Devices
¥ Remove Devices
Upload Files... -} | Administration
Upload Python Files.. = SMs »
% Firmware »
Export...
Import... {5 Properties

Customization...

Reboot. ..

Restore Factory Defaults...

Disconnect...
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5.5.2 Reboot

This command immediately reboots the iDigi device. Again, you may select Request response or not,
based on your SMS usage requirements. A response will confirm whether or not the communication was
successful.

SMS Reboot

Sends an SMS message to the command the selected device(s) to reboot.

(v Request response:

OK = Cancel

NOTE: The Reboot SMS command is also supported under the Web Services
Console. To learn more about this feature, see the iDigi Web Services Program-
ming Guide.

5.5.3 Ping
The ping command determines whether or not the iDigi device is listening to iDigi SMS messages from

iDigi, and running this command is recommended as part of your initial device setup for this feature, and/
or after adjusting any device settings. iDigi will display a message box for a success or an error in response

to this command.

SMS ping complete

o\
(1 ) 00000000-00000000-00409DFF-FF4A3946 success

You should use this iDigi SMS command first, to verify the configuration settings are correct.

NOTE: The Ping SMS command is also supported under the Web Services
Console. To learn more about this feature, see the iDigi Web Services Program-
ming Guide.
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55.4 Command Line

The Command Line SMS displays supports sending CLI commands via iDigi SMS messages. You can
enter a command in the box provided, which iDigi will send directly to the device. If the response to the
command will exceed 140 characters, then iDigi will break this into multiple messages and reassemble
them in proper order prior to displaying the data to you. To limit the number of messages returned, use the
Max response length to specify the maximum number of messages. Since the responses generally contain
spaces, dashes, and data labels, most will exceed one message. See the Subscriptions and Metering section
of this chapter for more information on tracking your message usage. For more information about how to
use command lines, see your device's user documentation, available on www.digi.com/support/.

SMS Command Line

Run a SMS command on the selected device(s) command line

Command: who

[ Reguest response
10 [+ Max response length (number of SMS messages)

OK = Cancel

SMS CLI complete

00000000-00000000-00409DFF-FF4A3946 success

{ | ID From T Protocol Sesslons
£ i TP SRS SSPIY. i i SRR i
iL serial 1 lacal shell term
2 166.,130.0.159 166.130.0.154 ppp [connected]
3 166.130.0.159: 39528 184.73.237.26:3197 idigi tep
OK
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5.5.5 Provision

Sends a special "config" command to the iDigi device via iDigi SMS that sets the iDigi server phone num-
ber and service ID. This will populate the fields if left blank, but will also overwrite incorrect data entered
in these fields. Prior to sending the command, be sure to use the device's local web Ul to enable global
SMS and iDigi SMS. The only option for this command is whether or not you select Request response. If
you select it, you will get a success or failure message, confirming the communication was successful.

SMS provision complete

IMI J‘ 00000000-00000000-00409DFF-FF4A3546 success

OK

To verify the provisioning was successful, simply navigate back to the device's local web Ul and select
Configuration > iDigi. Then look under the section Short Messaging to confirm the phone number and
service identifier have been populated or corrected.

5.5.6 Configure

Configures the phone number of the iDigi device for up to two SIMs; also allows the user to select the
active SIM. Unlike the above commands, configure is not an iDigi SMS message sent to the device. It's a
menu option to support setting up the iDigi SMS capabilities on your device.

5.6 Troubleshooting for iDigi SMS Users

5.6.1 Find the Device’'s Phone Number

1. Make sure the global SMS capabilities on iDigi your device are enabled. Use the navigation links
along the left side of the device's local Ul to select Configuration > Mobile.

2. You will see a section for Short Message Service (SMS) Settings. Be sure that you have checked
the box next to Enable cellular Short Message Service (SMS) capabilities. Also check the set-
tings under Build-In Command Settings, verifying the checkbox next to #ping is checked and the
password field is blank.

3. To verify the device is connected to iDigi, navigate to the Devices page under Management >
Devices. Locate your iDigi device on the list, using the MAC Address to match the physical device
to the one in the list. Take note of the IP Address shown on that line. In this example, 10.8.16.55.

NOTE: If your iDigi device is not in your iDigi inventory, see the Examples
section of this document to add via the Discovery tool, or to add the iDigi device
manually.
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4. Open a telnet session by doing one of the following.
a. From a command prompt in Windows, type in telnet 10.8.16.55 and hit enter.

b. From MAC or UNIX environments, open a terminal window.

5. Type the command smscell sendmsg=18774344439,"hello", where smscell sendmsg is an NDS
command to speak with the device directly, 18774344439 is the phone number you want a text mes-
sage to go to (your cell phone would be ideal), and hello is the actual message being sent.

BN Telnet 10.8.16.55

> smzcell sendmsg=18774344439,."hello'

6. Now simply read the phone number from the text message that just went to your phone.

7. I1f you haven't already used the SMS > Configure feature to tell iDigi the iDigi device's phone num-
ber, do that now. See the Configuring your iDigi Devices section on page 29 for instructions.

5.6.2 Ping the Device from a Cell Phone
1. Send a text message from a cell phone to the device with just #ping. If the iDigi device's global
SMS settings are correct and the SIM card supports sending SMS, your iDigi device will reply with
Pong!
2. If this test goes well, then you know the device's global SMS settings are working correctly and that
the device is able to send and receive these messages.

5.6.3 Confirm iDigi SMS Settings

1. Check your iDigi device configuration settings in the local device Ul. Navigate to Configuration >
iDigi.

2. Under Connection Settings > Server-Initiated iDigi Connection, uncheck all of these options.
With these checked, the iDigi device will be stuck in listening mode and is unlikely to ever connect
to iDigi (SMS or otherwise).

3. Under Paged iDigi Connection > Enable Paged iDigi Connection should be checked if you want
to be able to establish a connection using iDigi SMS. You will not be able to use Request Connect
commands or complete configuration.

4. Now, within the Configuration > iDigi page, select the section called Short Messaging.

5. Enable iDigi SMS must be checked to use the iDigi SMS feature set. During setup and trouble-
shooting, you may want to uncheck Restrict Sender since it limits the device's communications.

6. If you know the Phone Number and Service Identifier information for your iDigi SMS subscrip-
tion account, enter those here and click Apply. If not, see the detailed instructions for using an iDigi
SMS Provision command in the Sending iDigi SMS Messages from iDigi Manager Pro section on
page 34.
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6. Managing XBee

®

Nodes

6.1 XBee Networks page overview
The XBee Networks page allows you to manage all the XBee Nodes in your inventory.
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Figure 10: XBee Node List in the XBee Networks page
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6.2 XBee Networks page navigation

The columns displayed are configurable in a variety of ways. Right-Click in one of the column headings
and iDigi Manager Pro will list all the columns available for the particular page, as well as which columns
are currently included in the display. Simply check and uncheck the appropriate columns to update the list
to suit your needs.

57 Favortes |2 Digi Manager Pro Biv B O 8- e Sty ok @ 7

About | Log Off

{:j\Dlgr iDigi Manager Pro idigi_test, Digi Intemational
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The columns can be rearranged by left-clicking the column you wish to move, and dragging it to its new
location. Sorting a column is performed by left-clicking the column heading. This will reverse the search
order of the selected column, left-clicking it again will set the search order back to where it was when you
started.

6.2.1 Node Address

The Node Address column displays an icon for the type of XBee Node as well as the XBee Extended
Address of the device selected. The icon usually displays the type of XBee device selected: XBee Router,
XBee Coordinator, XBee, End Node, but it may also display the “Discover” icon suggesting that you per-
form an XBee Discovery in order to find all the XBee devices connected to the selected Node’s XBee net-
work.

6.2.2 Network Gateway

The Network Gateway is the iDigi Device ID of the Device that contains the XBee Gateway for the net-
work that this XBee Node belongs to.
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6.2.3 Node ID
The Node ID is a user configurable field that allows a descriptive name to be provided to the XBee Node.

6.2.4 Module Type
Describes the XBee module type used in this device. This is not supported on all XBee devices.

6.2.5 Product Type

The Product Type describes the physical device that contains the XBee radio. This is not supported on all
XBee devices.

6.2.6 Type

This is the Device Type identifier (or the XBee module’s DD setting). This is not supported on all XBee
devices. For more information on XBee Node settings, see Appendix B.

6.2.7 Role

The Role field describes the Node’s role in the XBee network: Coordinator, Router, End Node, or
Unknown.

6.2.8 Network Address

The Network Address column displays the 16-bit network address (or the MY setting) of the XBee mod-
ule. A value of OXFFFE means the module has not joined an XBee network. For more information on
XBee Node settings, see Appendix B.

6.2.9 Parent

The Parent column displays the 16-bit network address of the XBee module’s parent (or the MP setting).
A value of OXFFFE means the module does not have a parent. For more information on XBee Node set-
tings, see Appendix B.

6.2.10 Last Updated

For Smart Energy devices, the Last Updated column displays the last time iDigi detected the Node’s status
change. This allows you to tell how long a Node has been active or inactive.

For non Smart Energy devices, the Last Update column displays the last time iDigi discovered the Node.
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6.3 XBee Networks page toolbar

The toolbar provides quick access to all the management tasks available on the XBee Networks page. The
toolbar provides the following buttons (maybe we can add toolbar pictures for each of the following tool-
bar items):

Button Name Description
Clicking the Refresh button refreshes the list of XBee Devices
Refresh .
displayed.
. ) Sends an XBee Discover request to the XBee Gateway or
\ Discover
¥ Router.
Rediscover (clear Clicking the Rediscover (clear cache) button clears the list of
2 XBee devices before sending the XBee Discover request to the
W cache)

XBee Gateway or Router.

Clicking the Export Network Information button opens a dialog
= Export Network allowing you to export XBee Network information similar to
=3 Information what is displayed on the XBee Networks page into a Microsoft

Excel file.

o Properties Clicking the Properties button will open the Properties page

L= for the selected XBee device. The Properties pagedisplays
all the device configuration, state, and statistics information
for the selected device.

6.4 XBee Networks page search bar

The search bar allows you to search for entries in the XBee Networks Node List that match the search cri-
teria entered. The search bar provides the Search, Clear, and Advanced buttons. For more information
about how to use the search bar refer to the Devices page search bar section on page 19.

6.5 XBee Networks page Management Tools

6.5.1 Refresh
Clicking the Refresh button will refresh the information displayed on the XBee Networks page.

6.5.2 Discover

Clicking the Discover button sends an XBee Discover to the XBee Coordinator or XBee Gateway
selected. This command instructs the Device to search for all its connected XBee Nodes. If you happen to
select an XBee End Node, the Discover will be sent to the End Node’s XBee Gateway instead.
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6.5.3 Rediscover (Clear Cache)

The Rediscover (clear cache) button instructs the XBee Gateway to clear its attached XBee Node cache
before performing the Discover. If you happen to select an XBee End Node, the Discover will be sent to
the End Node’s XBee Gateway instead.

6.5.4 Export Networks Information

Clicking the Export Network Information button opens a dialog box that allows you to save the informa-
tion displayed in the XBee Networks page to a Microsoft Excel file.

6.5.5 Displaying an XBee Node’s Configuration

The configuration information for an XBee Node is displayed by opening its Properties. This can be done
by either double-clicking on the Node in the XBee Networks Node List, or by selecting one or more XBee
Nodes and then clicking the Properties button in the toolbar. iDigi Manager Pro displays the XBee Node’s
Properties with a menu-tree on the left and the corresponding Properties page information on the right.

iDigi relies on the iDigi Device to generate device descriptors that will describe all the configurable set-
tings the iDigi Device supports. When a Properties page is displayed, the information is populated from
the iDigi Database (instead of retrieving it from the iDigi Device directly). In order to force the iDigi Data-
base to be updated with a current copy of the iDigi Device’s XBee configuration, click the Refresh button
at the bottom of the Properties page. Now the information displayed will reflect the current configuration
information from the selected iDigi Device.

To change the configuration of the XBee Node, navigate to the appropriate Properties page, update the
configuration item or items as needed, and the click Save.

| T Favorites |\ iDigi Manager Pro - B | g v Pager Safety r Tooks - -

About | Log Of

(‘}\Dlgl' iDigi Manager Pro idigi_test, Digi International

it Home XBee Networks

Wel XBee Metworks 00:13:A2:00:40-60:55°7B (RS-485 Adapter) 00:13-A2:00-40-38:B4:39 (Ken's X4 WAN side}
Welcome

Resources Basic Basic

Iode identifier Ken's X4 WAN side
Mode discovery timeout: 60 1% %100 msec
Scan channels Ox1ffe

» Management Summary

#Bee Networks
Storage

o0

Scan duration (1 exponent

Transmit pawer level

W

Web Senices Console d
Hode join time ]
Q

=S

Py

Broadcast radius 52

Figure 11: XBee Node’s Basic Properties page
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Figure 13: XBee Node Summary Properties page
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7. iDigi® Device Storage

7.1 Storage menu overview

The Storage menu shows a list of folders for each of the iDigi Devices in your inventory as well as any
folders the user may have created using the New Folder button in the toolbar. When you add an iDigi

Device to your Device List, a root folder (named using the Device’s fully qualified Device ID) will auto-
matically be created for it. These folders are where the iDigi Devices store their data sent to iDigi for stor-

age. iDigi stores data received from the iDigi Devices in either the iDigi Device’s root folder, or a sub-

folder under its root folder (the iDigi Device specifies this folder location when it sends data to iDigi for

storage).

7.2 Storage page toolbar

The Storage page toolbar provides quick access to all the management tasks that can be performed on the
Storage page. The toolbar provides the following buttons:

Button Name Description
Refresh Refreshes the list of folders and files displayed.
[Er Upload Files Opens a dialog box that enables you to upload files
- to your current folder.

- New Folder Creates a folder in the given location, where the
= location is displayed just under the search bar.

x Delete Deletes the selected items from the storage page.
a— Flat Mode Displays the folders and their contents all at the
a— root level of the Storage page.

a— Hierarchical Mode displays all the folders, but moves all the files into

- their respective folders
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7.3 Storage page Search bar

The search bar allows you to search for entries in the Storage page that match the search criteria entered in
the Search field. The search bar provides the Search, Clear, and Advanced buttons.

7.4 Managing Device Folders

The Storage page opens by displaying your root (or home) folder, as well as all the folders in it. By default,
your list of folders will contain a folder for each of your iDigi Devices. Right-Clicking on a folder name
brings up the Storage toolbar, where you can choose to upload files into your current folder, create and
delete folders, and change the view of how iDigi Manage Pro presents the files and folders displayed.

For a folder, the Last Modified Date is updated when the folder was created. For a file, the Last Modified
Date is updated when the file is created or changed.
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Figure 14: iDigi Device Folder List
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As you navigate through your folders, iDigi Manager Pro will display your current path information just
under the search bar. So in the event you created a folder called “Test Folder”, then created a few addi-

tional folders under it, your path information could look similar to the following:
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Where the “LICENSE?” file has a path of “Test Folder > Level 2 > Level 3”. Clicking the Up-Arrow g4
will bring you to your root folder as shown below.
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8. iDigi® Subscriptions

iDigi provides Services and Rate Plans for each User Account. The pairing of an iDigi Service with an
associated Rate Plan is called an iDigi Subscription. The Subscriptions assigned to a User Account are
determined when the iDigi User Account is created.

By default, an iDigi Developer Account subscribes to all the iDigi Services. This allows you to better
evaluate which iDigi Services and Rate Plans you will need when you sign up for an iDigi Production
Account. The Subscriptions Summary and Details menus allow you to view and manage your iDigi
Subscriptions.

8.1 Subscriptions Summary page overview

The Summary page provides a summary of the iDigi Subscriptions. Each entry in the table provides
information on both the iDigi Service and its Rate Plan. The Rate Plan details the number of subscribers
for the Service, as well as the limits imposed on the Service. The Summary page also provides a Billing
Period drop-down list in order to see Subscription Summary usage statistics for previous months. Double-
clicking on a Subscription will provide the details for the selected Subscription by searching for the
selected Subscription via the search bar (to return to the previous view, simply clear the search bar field).

i Favartes | iDigi Manager Pro %3 - B = % - Page~ Safety~ Tods- @@~
{;\ About | Log Off
j Dlgl'- iDigi Manager Pro idigi_test, Digi International
2 Home Subscription Summary
|y
Welcome N
Resources Search: U xy “Biling Period: October 2010 -

Service Flan #5u

11 100 0 October 2010

Pooled | Usage Limit Qverage Billng Period
@ Management iDigi Device Management 100 devices 1 Yes

Devices iDigi Device messaging 200KBH00MSG pooled 1l Yes 0 Bytes 2148 MB 0 Bytes Qctober 2010
¥Bee Metworks Digi WebServics messaging S00KBM00MSG pooled 1 Ves 0 Bytes 500 KB 0 Bytes October 2010
Storage XBee Node Energy Management 100 XBeeNodes 1 Yes 0 100 0 Ociober 2010
Web Senices Console

./ Subscriptions
Summary
Details

& Administration

My Account
Users
Messages

Operations
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8.1.1 iDigi Services

8.1.1.1 iDigi Device Management Service

This Service provides access to, and monitors the iDigi Devices in the inventory. Without this service
enabled, a user will not have access to any of his iDigi Device.

8.1.1.2 iDigi Device Messaging Services
This Service tracks the bytes and messages between the iDigi Devices and iDigi.

8.1.1.3 iDigi WebService Messaging Service

The iDigi WebService Messaging Service tracks bytes and messages between iDigi Client Applications
and iDigi.

8.1.1.4 XBee Smart Energy Management Service

The XBee Smart Energy Management Service enables Smart Energy support within your iDigi User
Account. Subscribing to this Service allows iDigi to process Smart Energy requests and responses to and
from the Smart Energy Devices in your network.

This Service allows for aggregation of data within iDigi. iDigi Client applications can query iDigi for the
aggregated information which is a much more efficient way to work with large numbers of Smart Energy
Devices than sending SCI requests directly to all of your Devices individually. It also allows you to query
for information in ways that you just could not do if you were querying your Devices individually. For
example, you could query iDigi for all thermostats that have a current temperature reading less than 70
degrees Fahrenheit.

8.1.1.5 iDigi SMS Messaging

This service provides the ability to send and receive iDigi SMS messages between iDigi and devices. iDigi
SMS may be used for very basic device management tasks as well as exchanging application data between
iDigi and the gateway. Individual gateways may subscribe to this service so you may choose to activate
iDigi SMS messaging on a per device basis, once the service has been added to your global account-level
subscriptions.

For instructions on setting up iDigi SMS features on your account and device, see the SMS chapter in this
book.

8.1.1.6 Embedded Device Customization

This service provides the option for a device manufacturer, utilizing Digi embedded components, to enable
access of their custom device(s) for management and data access via iDigi. This provides the ability for
3rd party device vendors to register the manufacturer ID on iDigi and dynamically presenting appropriate
configuration options specific to those devices. This is a global account-level service available at no
charge.
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8.1.1.7 iDigi Dia API™

This resource interface is for creation of custom remote sampling solutions that report data through the
DIA idigi_db presentation. The presentation data will be stored in the database's Dia tables instead of
being stored as files. This will allow web services client applications to directly query the Dia tables.
Access to this API is available through a subscription of iDigi Web Services. iDigi Dia API is also called
Dia Data Management within the user interface.

8.2 Subscriptions Summary page toolbar

The toolbar provides quick access to the management tasks that can be performed via the Summary page.
The toolbar provides the following:

Button Name Description
Refresh Refreshes the list of Services.
_| Export Services Exports the pages information into an Excel
) ! Summary spreadsheet.

8.3 Subscriptions Summary page search bar

The search bar allows you to search for entries in the Summery page that match the search criteria entered.
The search bar provides the Search, Clear, and Advanced buttons.

8.4 Subscriptions Details page overview

The Details page provides extra details about all of the iDigi Subscriptions. Each entry in the table
provides information on the various subscriptions. Double-Clicking on a subscription will open the
Properties dialog box for the given Subscription.
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Figure 15: Subscriptions Details page
8.4.1 Details page search bar

The search bar allows you to search for entries in the Details page that match the search criteria entered.
The search bar provides the Search, Clear, and Advanced buttons.
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9. iDigi® User Account Administration

9.1 My Account menu

The My Account menu allows you to view the iDigi User Account information. You can also update both
your iDigi Contact information and change your iDigi password.

sl Favorites | g iDigi Manager Pro 5 - B =) o= - Page- Safety- Toos- @+

About | Log Oft

{;j\Dlglh iDigi Manager Pro idigi_test, Digi International

{2} Home My Account
Welcome
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Account Number: CUS000015
“# Management

Devices Change Password...

XBee Networks User

User Name: idigi_test

Storage
Web Senices Consaole .
Edit..
] Subscriptions Contact Information
5 Company:  Digi International Address: 123 Pacific Coast Hwy Suite 250
ummary
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Details
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My Account Phone:
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Figure 16: My Account page
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9.2 Operations menu

The Operations page allows you to view a summary of the iDigi operations over the last 24 hours. iDigi
operations include any management tasks performed by iDigi Manager Pro on multiple iDigi Devices.
Firmware downloads and file transfers are also considered operations. Any asynchronous SCI Web Service
requests performed using your iDigi user credentials will also be displayed in the Operations page (for
more information on SCI requests, see the iDigi Web Services Programming Guide). The Operations page
displays the percentage of completion for the operations displayed. When an operation is performed
against multiple devices the completion percentage represents the number of iDigi Devices that have
completed the given task.

7 Favarites | 2 Digi Manager Pro Eﬁ - B - ;é; ~ Page~ Safety - Tools~ l@v
{=\_ About | Log Off
j Dlgl.. iDigi Manager Pro idigi_test, Digi Intemational
\
£} Home Operations
Weloom 7| @ Cancel ¥ Delete
Resources Search: A xy
Job ld Qperation % Submitted Completed
- ManaQEmem Y ez Discovering 1 networks... completed successfully. 100% Qct 21, 2010 9:09:21 AN Qct 21,2010 9:09:28 AN
Devices /340005 Discovering 1 networks... completed successfully. 100%  Oct21, 2010 9:08:10 AW Oct 21,2010 9:08:17 AW
KBee Networks . . O, I
Y 240001 Dizcovering 1 networks... completed successfully. 100% Oct 21, 2010 9:08:59 AW 0ct21, 2010 9:09:08 AW
Storage
Web S c | y 330996 Dizcovering 1 networks... completed successfully. 100% Oct 21, 2010 9:08:52 AW Qct 21, 20109:08:55 AM
eb Senices Console
y 339995 Discovering 1 networks... completed successfully. 100% Qct 21, 2010 9:08:42 AN Qct 21,2010 9:08:48 AN

1| Subscriptions

Summary

Details

& Administration

Wy Account
Users
IMessages

Operations
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9.3 Security Menu

9.3.1 Overview

iDigi supports role-based access control, enabling the admin user to maintain security appropriate to an
organization. This section assumes you are the administrator of your iDigi account and will be maintaining
users for your account. Any user on the account should see you first when experiencing access problems.
In the event that you experience an access problem, please contact Digi Technical Support.

Any number of users may exist in a customer account, each with an assigned role. Only users with the
administrator role can create, edit or remove other users. There must always be at least 1 user with an
administrator role within a customer account. To enforce this, an administrator cannot remove their own
user account.

Role-Based Access Controls are supported only in an iDigi Manager Pro Production Account and will not
be available within a developer account.

9.3.2 Role Descriptions

9.3.2.1 Administrator Role

This user has full permission to all resources within the customer account. They can create and edit users,
security profiles, customer account settings, etc. These modifications can take place within the web
interface as well as by use of the REST APIs. See the iDigi Web Services Programming Guide for more
details about the APIs.

9.3.2.2 User Role

This user has read/write access to everything except some of the administrator only features (creating/
editing users, security profiles, customer account settings, etc.). This user can use the web interface or the
REST APIs.

9.3.2.3 Web Services Application Role

This role is the same as the user role, except that a web services application role user can only access
resources using the REST APIs (and not the web interface). This role is intended for the creation of
accounts used by client applications with access via REST APIs only. This type of user cannot log in to the
web interface, and only an administrator can change the password of this user.

9.3.2.4 Read-Only User Role

This role is the same as the user role, except that a read-only user has read-only access to resources. This
user can use the web interface or the REST APIs.

9.3.2.5 Read-Only Web Services Application Role

This role is the same as the web services application role, except that a read-only web services application
user has read-only access to resources.
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9.3.3 User Management

All of the tasks described below are accessible within the Security interface of iDigi. First, log in to your
iDigi Manager Pro Production Account at www.idigi.com. Navigate to Administration > Security.

9.3.3.1 Create New User

1. Click on Add User from the toolbar “* Add User

2. Fill out personal information in the dialog box. Note that you will not be able to set a Role at this
time, though it will default to Administrator. You will have to create and save the user, then edit to
set an appropriate role.

3. Click OK to complete.

Add User
User Name: AdminUser #
2 . Job Title: |
Password: (IITT1]
Confirm Password: sessss ® e
Address:
First Name: Admin = _
Last Name: User = City:
Email: Admin.User@domain.com = State:
. Fostal Code:
Role:
Country: United States B
Security Policy: =none= |-
; OK ' Cancel
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www.idigi.com
www.idigi.com

\D

9.3.3.2 Edit User

1. Select the user to edit.

Security

=< | Users | Policies ==

" Refresh | % Add User 3 Remove Users {3 Edit User | () Change Password 'J Assign Policy | 3‘ Export Users

Search: 0 x¥
LUser Mame Role Email First Name Last Name Registered
AdminUser Administrator Admin.User@domain.com : Admin 1 User 319111 3331 PM

_______________________

2. Click on Edit User from the toolbar £ Edit U=ser . Make any changes and select OK. In this
example, everything available about the user, including the assigned role and Security Policy, have
been changed. The only fields not available for change here are the user name and password. The
user name is permanent and cannot be changed. The password can be changed using the Change
Password feature.

3. Click OK to confirm changes.

Edit User AdminUser

First Name:  [Now = Job Title: iDiai Contributor
Last Name: User x Phone: 1-877-434-4439
Email: NowUser@domain.com * Address: Digi International a
Role: User 2k 11001 Bren Road East -
: : City: Minnetonka
Security Policy:  Class2 b :
' State: MM
Postal Code: 55344
Country: United States (=
OK = Cancel
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9.3.3.3 Change User Password
1. Select the user to edit.

Security

<< Users | Policies || ==

." Refresh | 4% Add User 3 Remove Users (& Edit User | (%) Change Password U Assign Policy | ﬂ* Export Users

Search: O %y
User Mame Role Email First Mame Last Mame Registered

Nowlser@domain.com MNow User 319111 3:31 PM

AdminUser User

2. Click on Change Password from the toolbar %% Change Password -

3. Create a new password in the dialog box and click OK.

Change Password for AdminUser

Mew Password: ssssssRRREN

Confirm Password: eesssssssee

Ok~ Cancel

9.3.3.4 Remove User
1. Select the user to edit.

2. Click on Remove Users from the toolbar 3 Remove Users

3. Confirm the removal of a user by clicking yes in the Dialog Box.

Remove Users

I ? Are you sure you want to remove user AdminUser?

_‘r‘es_ _Nn_
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9.3.4 Security Policy Management

9.3.4.1 Create, Modify or Remove Security Profiles
1. From the Administration > Security page, click on Policies.

Security

o Users | Policies | ==

2. Under Policies, click on Add, then create a name and description for the policy.

Policies
# Add ¥ Hemow

Add New Policy

MName: MewPolicy

Description:  |Sample Policy

Add_ Gancel_

3. Click Add; this policy will now show up in your policy list, though it currently has no rules associ-

ated with it.
Security
Policies Rules
¥ Add 3 Remove + Add X
Mame w : Description Type Rule
MewPaolicy iSampIe Puolicy
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4. On the right hand panel of the Security Policies interface, under Rules, click on Add, leaving your
new policy selected.

5. Enter the subnet restrictions appropriate for your network. iDigi supports 8, 16, and 24 bit restric-
tions.

Add New Rule
Type: CIDR Block |
Rule: 166.0.0.0/8

Description:  LImit to IP addresses starting 166 |

Add Cancel

6. Click Add to accept the changes. You may add additional rules if needed.
7. To remove this rule, click on it and then click on the Remove button under Rules.

8. To remove this new security policy, click on it to highlight. Then click the Remove button under
Policies.
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10. iDigi® Device Support

A list of the Digi devices supported by iDigi is as follows:

Product Manufacturer Minimum Product Type
Firmware
Digi Connect WAN Digi 2.10 Cellular Gateway
Digi Connect WAN VPN Digi 2.10 Cellular Gateway
Digi Connect WAN IA Digi 2.10 Cellular Gateway

ConnectPort WAN VPN

Digi

2.10

Digi Connect WAN 3G Digi 2.10 Cellular Gateway
Digi Connect WAN 3G IA Digi 2.10 Cellular Gateway
Digi Connect WAN 3G L Digi 2.10 Cellular Gateway

Cellular Gateway

ConnectPort WAN VPN (Verizon)

Digi

2.10

Cellular Gateway

ConnectPort X5 R

Digi

29.1.7

ConnectPort X8 Digi 2.9.05 Gateway
ConnectPort WAN Wi Digi 2.9.05 Gateway
ConnectPort WAN GPS Digi 2.9.05 Gateway
Connectport X8 (\erizon) Digi 2.9.05 Gateway

Gateway

ConnectPort X5 Fleet

Digi

29.1.7

Gateway
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ConnectPort X4 Digi 2.9.05 Gateway
ConnectPort X4 NEMA Digi 2.9.05 Gateway
ConnectPort X2 Ethernet Digi 29.05 Gateway
ConnectPort X2 Wi-Fi Digi 2.9.05 Gateway
ConnectPort X2 Python Ethernet Digi 2.9.05 Gateway
ConnectPort X2 Python Wi-Fi Digi 2.9.05 Gateway
ConnectPort X2B Ethernet Digi 2.9.05 Gateway
ConnectPort X2 Python Ethernet Digi 2.9.05 Gateway
ConnectPort X2 SE Digi 2.9.05 Gateway
ConnectPort Display Digi All Remote Display Connectivity
ConnectPort Display M-Series Digi All Remote Display Connectivitiy

AnywhereUSB/2 Digi All Network Attached USB Hub
AnywhereUSB/5 G2 Digi All Network Attached USB Hub
AnywhereUSB/14 Digi All Network Attached USB Hub
AnywhereUSB TS Digi All Network Attached USB Hub

Digi TransPort WR41 Digi 5101 Cellular Gateway
Digi TransPort WR41v2 Digi 5101 Cellular Gateway
Digi TransPort WR44 Digi 5101 Cellular Gateway
Digi TransPort DR64 Digi 5101 Cellular Gateway
Digi TransPort VC7400 Digi 5101 Cellular Gateway
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ConnectCore 9P 9215 Digi NET+0S 7.5 | Wire Embedded Module
ConnectCore 9C Digi NET+0S 7.5 | Wire Embedded Module
Digi Connect ME Digi NET+0S 7.5 | Wire Embedded Module
Digi Connect EM Digi NET+0S 7.5 | Wire Embedded Module
ConnectCore 7U Digi NET+0S 7.5 | Wire Embedded Module
ConnectCore 9P 9360 Digi NET+0S 7.5 | Wire Embedded Module
ConnectCore 3G 9P 9215 Digi NET+0S 7.5 | Wireless Embedded Module
ConnectCore Wi-9P 9215 Digi NET+OS 7.5 | Wireless Embedded Module
ConnectCore Wi-9C Digi NET+OS 7.5 | Wireless Embedded Module
Digi Connect Wi-ME Digi NET+0S 7.5 | Wireless Embedded Module
Digi Connect Wi-EM Digi NET+OS 7.5 | Wireless Embedded Module
Digi Connect Wi-EM 9210 Digi NET+OS 7.5 | Wireless Embedded Module
Digi Connect SP Digi NET+OS 7.5 | Serial Server

Digi Connect Wi-SP Digi NET+OS 7.5 | Serial Server

NS9750 Digi NET+0OS 7.5 | NET+ARM Microprocessor
NS9360 Digi NET+OS 7.5 | NET+ARM Microprocessor
NS9210 Digi NET+OS 7.5 | NET+ARM Microprocessor
NS7520 Digi NET+OS 7.5 | NET+ARM Microprocessor

NOTE: To support iDigi SMS, devices must have a minimum firmware version

of 2.13.
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11. Examples

The following examples show some common Device and XBee Node management and configuration

tasks, and how they are performed using iDigi Manager Pro.

11.1 Add a Device to the iDigi inventory manually

If your iDigi Device is not on your local network or you don’t have the Java Run Time Environment

installed, you can add the iDigi Devices to the inventory manually.

1. If Java 1.6 is not installed, the Add Devices Applet will provide a warning message similar to the

following:

J 2 iDigi Manager Pro

| Digr

iDigi Manager Pro

Abaut | Log OIf
mrken, Digi

I Home Devices
\Welcarne ® A e & =
Documentation
Search: L X ¥
i Mariegernatt Add Devices Firmvare Level
Devices
¥Bee Netwarks ted 2820
Storage Below are the devices found on your ooal network, Select the ones you would like to add and olick OK. [
\Web Sarvioes Consale your device is not found, click the Add Manually button
ted 21105
Subscriptions Atternpt to auto-contigure selected discoversd devices to connect to iDigi
Warning: This action rmay reboot the devioe
Sy ted 21005
Daitail No Java Error a
Sal
{& Administration 21005
LE Java 1.6 is not installed or is improperty configured with your browser, please update to use this feature
MWy Accaunt
Messages 10K 21105
Operations
ted 2301
ted 29013
Didn't find your devioe on the network?  Add Manually »» ted 28011
hig dewiees {0 add
ted 21005
Cancel
e s o v G armeoted 21007
Ready 10 oevices (1 selected)
Done ale
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2. Click OK, and the Add Devices Dialog will appear as it is below:

J - Manager Pro - | -
o About|Log Off
) T

B mrken, Digi
J Dlglm Add Devices :
{it Home Devices
WElcome = Below are the tevices foundon your local network. Select the ones you would like 1o add andclick OK. If
: =5 ur device is not found, click the Addianually bution.
Documentation # Y
Search:
‘e Management AL A = Attemn pt 1o auto-configure selected discovered devices 1o connect o iDigi. Status Firmuware Lavel
Devicas &  O004F3 Warning: This action may reboot the device. Eonmactad 2020
¥Bee Metworks = 004080 Connected 21105
SelectDevices: All Mone [0 devicas found)
Shrage e 004090 o ) ' Connected 21005
‘Web Senvices Console H i ‘ Dewi
= e MAC Address 1P Address - Hardware Name  Device Id < Refresh i e
Subscriptions W 004090 Connested 28041
Summary & 004090 Connested 2.11.08
Details e 004090 Connectad 29011
% Ao 2 & 004090 Connected 20013
& Administration
e 004090 C cted 20014
My Account : - phne
Messages o 004090 Didnt find vour device on the neteork?  AddManually == Connectad zan i1
Operations e 004030 No devicesto add Connested 2.100.5
@ 004090 o4 | Cancel Connested 2.100.7
Ready 12 devices
Done & |

3. If no devices appear on your network, click the Add Manually button. The following dialog box
will appear:

Add Devices [

Enter a device's MAC address and click Add for each device you want to add. If the device doesnthave a
[MAC address then add it by IMEl number or device |D. {Click here for details.)
Tofind devices on the local network click the Launch discover button. When you are done click OK.

MAC Address: -l || % Add

MAC Address: :
IMEl #: 1D 2 % Remove

Device ID:

<= Discover Find your device on the network.

Mo devices to add
Ok Cancel
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4. Adding Devices manually requires you to provide an address for the iDigi Device. The address can
be the Device’s MAC Address, IMEI Number, or Device ID (as shown below).

| Add Devices

Enter a device's MAC address and click Add for each device you want to add. If the device doesn't have a MAC
address then add it by IMEI number or device ID. (Click here for details.)
To find devices on the local network click the Launch discover button. When you are done click OK.

MAC Address: -] ¥ Add
MAC Address: -
| IMEI#:
I Eemowve
| Deice D: | R

w Find your device on the network.

No devices to add
Cancel

5. Once the MAC Address, IMEI Number, or Device ID has been entered. Click Add. Your device
will appear in the field on the window:

Add Devices

Enter a devica's MAG address and click Add for each davice you wani to add If the device doesnt have a
MAC address then add i by IMEI numbser or device 1D, (Cligk here Tor detalls.)
To lind devices on 1he laoal network cliok the Launch discover bidion. Whian you ame done click OK

MAC Address - ¥ Add
MAC Address Device D ® Femowe
D04Car 4 3FADS DNCROAC0NCR OO DOORN00 - D0 S0 F FF A 3F.ADM

<< Discover  Find your device on the network.

1 devicas 1o add (I discovared, | manual)
Ok Cancal
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6. Either add more Devices to the search list, or click OK when finished.

& iDigi Manager Pro

(-?Dlgr

' Home
Welzome

Dacumentation

“#* Management
Devices
XBee Networks
Storage
Web Senvices Consale

1] Subscriptions
Summary
Details

& Administration

My Account
hessages
Operations

Ready

iDigi Manager Pro

Devices

Seamh.

0004F 2:0M1Fa74

004090, 372220

004090, 300C95

004090;3C1 4BC

004090 43F A04

004040 3D5ECH

004040: 3C5EE2

00409D: 448800

004040:3C4842

00403D:4832E6

¢eCeC ¢ COC O O

004080 457248

LG AddiEss

- %-

Do D

0004F 3FF-FFO1Fa74

D04030FF-FF372220

D04090FF-FF300CAS

D04030FF-FF3C148C

00403dFF-FF43tald

004080FF-FF3DSECH

004080FF-FF3CSEEZ

O04090FF-FF44B300

N04030FF-FF3C4B42

D04080FF-FF4932E8

004030FF-FF437248

© B~

QA x ¥

10216115
192.168.1.71
10218118
10216117
102168113
16613012049
021 6112
10218110
10216118
10216120

1921682 34

LEhette =

Device Type Descrigtion Status Firmwarelovel
ConmectPart ¥5R  Kem's 5.2 Connected 2320
gzn:\;\ect(:nre 2t Connerted 21108
ConnectWAN 3G Ken's 36 - Verizen Connerted 21005
ConnectiWAN 3G Ken's 3 - Sprint Connerted 21005
ConnectPort 14 Disconnected

g;'fgmc”'e P g s anis Connected 21105
ConmectPort ¥2B Ken's X28 Connected 2301
ConnectPort X4 Ken's X411 Connected 28013
ConnectPort %8 Ker's %8 Connected 2301
Connect ¥WAN 3G Ken's 3G - Gobi Connected 21005
ConnectPort ¥4 ¥4 with Vi-Fi Support Connected 21007

11 devices

Transferring data from test. idigl.com

Figure 18: Newly added iDigi Device in a Disconnected State

)
8|

7. iDigi will add the Device to your inventory, but the Device will not connect to iDigi until you
configure its Remote Management configuration parameters manually. Updating the Remote

Management configuration of the iDigi Device entails the following:

1. Enable Remote Management via iDigi

Provide the address of iDigi (developer.idigi.com in this case)

2.
3. Have the Device connect to iDigi automatically at startup
4.

Have the Device reconnect to iDigi in the event of a disconnection

Home

Configuration
Network
XBee Network
serial Ports
Camera
alarms

System

Remate Management

Security
Poston
Applications

Python
RealPort

Industrial Autamation

Management
Senal Ports
Connedions

Legging

rk Services

Administration
File Management

Update Firmware

Factory Default Settings

System

ConnectPort X4 Configuration and Management

% | . comnectPort 14 Contiguration an... % | - |

[

~ Connection Settings

client-Intiated Management Connection

For more infarmation on configuring and usang the Connectware Manager to remately configure and
manage this device, see the Connectware Manager Tutonal,

¥ Enable Remote Management and Configuration using 3 cient-initiated connection

Server Address: |

Server Address:  [developersdigieom

W Autcmatically reconnect to the server after being disconnected
Reconnact after: IH hes E.'I ming |10 gacE
Server-Iniated Management Connection

™ enable Remote Management and Configuration using 3 server-initiated connection

T Enable Last Known Address (LKA) updates to the following server

F Retry f the LKA update fads

Retry after: |0 hrs |1 g I $ecs

_Aeply |

» Advanced Settings

Reboot

Logaut

Figure 19: Remote Management Configurations Options for a Digi ConnectPort X4
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developer.idigi.com

The Remote Management configuration options for an iDigi Device are device-dependent. The
example above shows the Remote Management configuration options for a Digi ConnectPort X4.

8. After applying the Remote Management settings in the iDigi Device, the iDigi Device will initiate a
connection to iDigi, and after a few moments, click the Refresh button on the Devices page and the
Device should have a Status of Connected as shown below:

S Favorkes 2 iDigi Manager Pro | B B [0 ésh v Page- Safety - Took- @@

About | Log Off

{Fj\DIgI" iDigi Manager Pro idigi_test, Digi International

£ Home Devices
B | iTv Lo o]
Welcome v | T4 " Bl :' | e
(
Resources Search: Lxy
S MAC Address Device ID P Address Device Type Description Status Firmware Level
“w* [anagement
v 00405D:44B800 00408DFF-FF44B800 10.21.6.110 ConnectPort X4 Ken's X4 1l Connected 28013
Devices
Yo 00408D:3CSEEZ 00408DFF-FFACSEE2 10.21.6.112 ConnectPort X2B Ken's X2B Connected 2801
#Bee Networks
G 0D203D:43FA04 00408DFF-FF43FAD4 10218113 ConnectPort X¢ Ken's X4 Connected 21206
Storage
Web Senices Console e O000£F3.01F5974 0004F3FF-FFO1FS974 10.218.115 ConnectPert X5 R Ken's X5_2 Connected 2.10.0.11
e 00403D:30D0C95 00408DFF-FF3D0CSS 10.21.6.116 Connect WAN 3G Ken's 3G - Verizon Connected 21005
i1l Subscriptions
“e 00408D:3C14BC 0040SDFF-FF3C14BC 10.21.8.117 Connect WAN 3G Ken's 3G - Sprint Connected 21005
Summary
" G 00408D:2CaB4Z 0040SDFF-FF3CaB42 10.216.119 ConnectPort X8 Ken's X& Connected 28.0.11
Details
G 00408D:4832E8 00408DFF-FF4932E8 10.215.120 Connect WAN 3G Ken's 3G - Gobl Connected 210.0.5
{5 Administration Gt  004090:497249 D040S0FF-FF497249 192.168.2 30 ConnectPort X4 X4 with Wi-Fi Support Connscted 21007
My Accaunt Seb 004080:3DSECE 004030FF-FFIDSECE 166.130.120.49  ConnectCors 3G 9P 9215 CC3GOPO215 41 Connected 21108
Users %@ 0004F3:029BC1 0004F3FF-FFO29BC1 166.201.51.2 ConnectCore 3G 9P 9215 CC3G 9P 9215 #2 Connected 21108
Messages
Operations
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11.2 Deploy Python files to multiple Devices
Deploying Python files to your iDigi Devices using iDigi Manager Pro is very easy.
1. Select the iDigi Devices to receive the Python files by clicking the desired Devices in the Device
List.

2. Select the Administration > Upload Python Files menu and select the file you would like
uploaded to the root Python folder of all the Devices selected. You can also select the Browse button
again to add multiple Python files to be included in the upload.

'Z* iDigi Manager Pro | - ‘ | -
About|Log Oft
i .. = i
JIDlgl. iDigi Manager Pro mrken, Digi
£t Home Devices
Wielcome: Dievices 004020FF FRE72220 004020FF FFE0EECE
Documentation | s
B |+ B |1~ S~ | & -
» llanagement S UploadPython Files a
Devices WAL Address o N Status Firmuuare Level
UploadPython application and data files 1o one or more devices
xBee Networks i O004F301FS74 O Connected 2820
STDI'QQE & 004000372220 oo Connected 211056
Weh Senices Console ci
i 004080:300C95 O : : Browse... Connected 21005
Subscriptions # 004000EC14EC 0g Connected 21005
Summany i O0408043FA04 O Connected 2801
Details # 00400D:3DEECE 00 Cannectad 24105
P ST i 004080:3CSEEZ O Connected 2801
{& Administration
# 00400D:44B200 O Connected 28013
My Account
Messanes i 00408030703 O Energy Connected 2801
Oparations # D0400D3CABA2 O 0K | Cancel Connactad 20011
i 00408D4032ES O Connected 21005
# 004000407240  O040ODFF-FFA07240 102168234 ConnectPart X4 Connected 2.40.0.7
Ready 12 devices (3 selected)

3. After you select the file or files to upload, click OK to start the Python file uploads. iDigi Manager
Pro will display a confirmation message when Python file are uploaded.
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4. View the Python files on the Device by opening the Device Properties, and then selecting the
Python Property page as shown below.

| & iDigi Manager Pro + | -

Zz.q About | Log Off
| e n e, AE
j Dlgr iDigi Manager Pro mrken, Digi
£t Home Devices
Welcome Dievices
Documentation
HEme Python
“ llanagement Etnernet (eth0)
e [+] Mobile Auto-start Settings:
[+ Network Enable Auto-stat CommandLine (pragram filename to execute andarguments)  OnProgram Exit
*Bes Metworks —
== L Mo action taken |
Storage TR = R
an
Web Services Consaole g L
[+] Serial ]
{1 Subscriptions File Management m
Custom izzation o
Summary )
Ditails [#] AdvancedConfiguration | python Files:
[+ System Information
— i
% Administration GO x ‘ &
My Account gekiigame ieizelbrtest
Messages [ build_blods.py 605 %
Operations [ build_bloss_USBpy 698
[ builditpy 321
[ buildit_randz py 491 3
[ buildit_rand py 408
[ buildit_use.py 324
[ buildtwins_rand.py 1358
D buildtwins_rand_USB.py 1856
D CleanUp.py 120
D DeleteGroup.py 2180 o]
Save Export... Refresh Close
Ready Froperies for 004050FF FF372220
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11.3

This example shows how to make a backup copy of the Device’s configuration.

Export the iDigi Device configuration

1. Open the Devices page and select the Device you wish obtain configuration files from.
2. Select the Administration > Export menu and you should see a screen similar to the following:
| 2 inigi Manager Pro -
& . _ About| Log OFF
| Digr g anager Pro rehan i
{2t Home Devices
Welcome % & X T~ (e -
Documentation —
Search Y x ¥

# Management
Devices
XBee Networks

Export Properties

Last Connect Time:

/8110 10:28 AM

Export device property settings of 00409DFF-FF44B3800.

Storage These may later be imported back to this device or other devices A o
9/8/10 10:26 AM
Web Senvices Console SR
’ @ ExpanalE 9/8/10 10:26 AM
Subscriptions (7) Export all except unique network and device identity properties B0 100 oM
Summary 2/10/10 9:03 AM
9/8/10 10:28 AM
Details
9/8/10 10:28 AM
& Administration oK Py 9/8i10 10:28 AM
My Account 2/8/10 10:25 AM
Messages 192168.234  UURUSDFFFFAS7Z39  UUTSAZUUAUSTEETE "Ren REns O 9/8/10 10:27 AM
Operations
Ready 11 devices (1 selected)
. y . . . . . .
3. You can choose to export the Device’s entire configuration, or just the non-networking portion of

4.

5.

the configuration. The former allows you to export the entire configuration including the IP address
information and provides you with a complete backup configuration for the Device. You can also
choose to upload the Device’s configuration excluding its network configuration information if you
wish to use this Device’s configuration as a template to apply to a group of iDigi Devices in the
future.

In this example we will export the entire configuration, so click OK to open the following dialog

box.
Opening 00409DFF-FF44B800.xml 5]

You have chosen to open
which is a: XML Document
from: https://test.idigi.com
~What should Firefox do with this file?

(" Openwith | XML Editor (default) |
{+ :Save File !

[~ Do this automatically for files like this from now on.

[ ok | _conce |

Now choose whether you want to Open or Save the file, and click OK.
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11.4 Upload, download, and delete Python files to or from an iDigi
Device

The Python Properties page also allows you to upload, download, and delete Python files to or from the
Device selected.

1. To upload a Python file to a Device, open a Device’s Python Properties page and click the Upload a
file button. It will display a dialog box similar to the following:

| & iigitanager Pro =1 =

- About| Log OfF
j Dlglw Sanysantner Era mrken, Digi
fat Home Devices
Welcome Devices 00409DFF-FF3DSECH
Documentation e
E Python
- Management Ethemnet (eth0)
= + Mobile Auto-start Settings:
200ES 3 Network Enable Auto-start Command Line (program filename to execute and arguments)  On Program Exit
KPR MEOHS XBee 7 puildit py testile 50000 No action taken |
Slorioe Python ) P
3 o action taken |
Web Senvices Console 4 S Linioai e
B - Nao action taken |+
ile Managemen
Subscriptions Upload files to the device. =
Chsinmbakon No action taken | *
Sumoary ¥ Advanced Config
Details . =
+|  System Informati File: Bk
{& Administration
My Account Siee o)
91 =
Messages
Operations S
805
4192
224
OK Cancel
1858
[§ deleteit_USB py 158
[  deleteitpy 128
[  builditoy az1
[  delaypy 247
[  mythonazip 144321
[M  build_blods_USE py 846 #l
=
Save Export Refresh Close
Ready Properties for 00409DFF-FF3D5ECB

2. After you select the file or files to upload, click OK to start the Python file uploads. iDigi Manager
Pro will display a confirmation message when Python file are uploaded.
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3. As needed, view the Python files on the Device by opening the Device Properties, and then selecting
the Python Property page as shown below.

j & iDigi Manager Pro : 4‘:‘

About | Log Off

{jﬁnlgl“‘ iDigi Manager Pro mirken, Digi

@ Home Devices

Welcome Devices | | 00409DFF-FF3DSECE @
Documentation
Home Python
<o Management Ethernet (eth0)
e * Mobile Auto-start Settings:
evices & MNetwork Enable Auto-start Command Line (program filename to execute and arguments)  ©n Program Exit
e Netwaeks XBee [/]  |builditpytestile 25000 No action taken | v
Storage .
Python = No action taken
Web Services Console & Senal — -
ik " || No action taken =
o z ile Managemen - —_—
11l Subscriptions o i No action taken v
Summary ] Advanced Configuration .
Details : Python Files:
[+ System Information
)
& Administration GO x|
My Account .Tfﬂsw’ﬁ“ : Size (bytes)
i -
Messages Blicoceel b e e
Operations [ buildit_rand2.py 491
[ tistey 458
[N build_blods.py 805
[ Gebi_Throughput.py 4192
[ buildit_uss.py 324
[  buildtwins_rand.py 1858
[ deleteit_USB.py 158
[ deleteitpy 128
[ builditey 321
[ delay.py 247
[ eythenzip 144321 l
Save Export. Refresh Close
Ready Properties for 00409DFF-FF3D5ECB

4. To delete the file you just uploaded, select the file and click Delete selected file. This will open a
warning dialog; click Yes to delete the file.

Delete File

? Are you sure you want to delete Logging1-L.py?

Mo
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5. The Python Properties page also allows you to download Python files from the iDigi Device to your
PC. Select the file you wish to download from the Python Files list, and then click the Download
selected file button. This will open a dialog similar to the following where you can Open or Save the
file as desired.

Opening list.py ﬂ

You have chosen to open

list.py

which is a: Text Document
from: https:/ftest.idigi.com

~What should Firefox do with this file?

—

{* Open with | Motepad (default) j
{~ Save File

[” Do this automatically for files like this from now on.

K I Cancel

NOTE: The first file download of a session in Internet Explorer will have to be
re-downloaded due to limitations within Internet Explorer.
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11.5 Change the Device’s system’s description

Adding a System Description to your iDigi Device can make it easier to identify on the network. In this
example, we will add a System Description to a Device that does not have one.

T Favorites | +2 iDigi Manager Pro

TDigr
1Dign
2 Home Devices
Welcome
Resources Sonich
B MAC Address
“* Management
%@ 00£09D:44B300
Devices
“ 00409D:3CSEE2
XBee Networks
Sgp 00400D:43FAD4
Storage
Meb Senices Console b 8 o B L
G 00408D:2D0CSS
i1l Subscriptions
%@ 00408D:3C14BC
Summary “w 002090:3C4B42
Details
Sep 004080493268
& Administration 004090497249
My Account Ggé 00409D:3DSECH
Users Gg#  DOD4F3:029BC1
Messages
Operations

® v Page~ Safety~ Took -~ (g~

-8 =

‘;;"E¢ * R E-' B &

| Dx'y

Device ID IP Address
004080FF-FF44B200 10215110
004090FF-FF3CSEEZ 10216112
004080FF-FF42FADS 10216113
0004F3FF-FFO1F9T4 10218115
00408DFF-FF3D0OCSS 10216116
00408DFF-FF3C14BC 10216117
004090FF-FF3C4B42 10.218.119
004080FF-FF4832E8 10216120
004090FF-FF497249 192.188.2.30
004080FF-FF3DSECE 166.130.120.48
0004F3FF-FFO29BC1 166.201.81.2

iDigi Manager Pro

Device Type

ConnectPort X4
ConnectPort X28
ConnectPort X4
ConnectPert X5 R
Connact WAN 3G
Connect WAN 3G
ConnectPort X8
Connect WAN 3G
ConnectPort X4
ConnectCore 3G 9P 8215

ConnectCore 36 9P 8215

Description

Ken's X4 I
Ken's X28

Ken's X4

Ken's X5_2

Ken's 3G - Verizon
ien's 3G - Sprint
Ken's X3

Ken's 3G - Gobi

X4 with Wi-Fi Support
CC3G R E21S#1

CCIGSPS215%#2

About | Log Off
Digi Intemational

Status Firmware Level
Connected 28013
Connected 29011
Connected 212086
Connected 210011
Connected 21005
Connected 21005
29.0.11
21005
Connected 21007
Connected 21108
Connected 21108

1. Double-Click on a Device that does not have a System Description in order to open its Properties.

2. Select the Advanced Configuration > System Properties page and you should see something
similar to the following:

% iDigi Manager Pro

{?Dlgr

i} Home Devices
Welcome Devices O04050FF FF407240
Cocumentation SET PUT PO
Serial term W
Wi Mtwate it SeriallJOP Server
Devices SHMP
Bee Metworks Socket unnel
Storage S5H ASA andDSA identity keys
Web Services Consale S5H Senver
— SSUTLS ASA and DISA identity cer
il Subscriptons 5] SSLTLS RSA and DSA identity key
Summary S5LMLS RSA and DSA peer certifi
Detalls [# SSUTLS ASA and DSA revokad pe
Eetam:
& Administration P i
Ky Account TCP keep alive
Wessages TCP serial
Qperations TCP Serer
Telnet Server
Time
[+ Time sounce
UDP serial
VPN Global g
VPN RSA and DSA identity certificz 2
7 AW RO A e APO A e, 2]
Feady

iDigi Manager Pro

System
Contact:
Location:
Description:

Save Export.

Refresh

Close

Properties for 004080FF FF457249
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3. Add in the Contact, Location, and Description fields as appropriate for your Device and then click

Save.

Return to the Device List and you should see the updated System Description displayed as shown

below.

& iDigi Manager Pro

(?Dlgr

1t Home

Welcome
Documentation

<@ lManagement
Devices
XBee Networks
Shorage
Web Services Console

| Subscriptions

Summany
Details

{& Administration

My Account
Messages
Cperations

Ready

iDigi Manager Pro

out | Log Off
mrken, Digi

Devices

0040SDFFFF457243

# X |{T- %- | & @
Search Q x ¥
. MAC Address  Device D P Address  Device Type Deseription Status Fitmuare Level
G O000JF301FOT4  ODOAF3FF-FFO1FOTS 10.21.5.115 ConnectPort 35 R kan's X5_2 Connected zoza
G 00400D:372Z20  OD400DFF-FFE72220 192168171 ConnectCore 36 OF 0218 Connected 2.11.08
G 00408D:3D0CHS  OD409DFF-FFIDOCES 10216116 Connect AN 3¢ Ken's 3G - Verizon Connected 21005
G 0040BD:ICI4BC  OD409DFF-FF3CI4BC 10216117 Connect AN 3¢ Ken's 3% - Sprint Connected 2005
@@ 00d0OD:43FAD4 OD4OSDFF-FF43FADS 10216113 ConnectPart X Connected 28011
@ 00400D:3DSECE  OO40ODFF-FFEDSECE  186.130.120.40 ConnectCors 3G OF 0215 CC36G 0P 0215 #1 Cannected 2.11.08
G 0040OD:ECSEEZ  OD400DFF-FFICEEEZ 10216112 ConnectPart %28 Ken's X2B Connected 28011
‘e 004080:445000  OD409DFF-FF44B800 10216110 ConnectPart %4 Ken's %4 II Connected 28043
@@ 0040OD:3D7103  OD40SDFF-FF3D7108 10216118 ConnectPart X2 Ken's X2 for SmartEnergy  Connected 29011
G@ 00d0OD:3C4B4Z  OD40ODFF-FF3C4Bd2 10216119 ConnectPort X3 Kan's X8 Connected 29011
G# 00400D:403ZES  OD4OODFF-FF4O3ZEE 10216120 Conneet AN 36 Kan's 36 - Gobi Connected 2.10.0.5
et 004000407248 OO40GDFF-FF407248 102468234 ConnectFort%d X with Wi-Fi Support Cannected 24007

12 devices (1 selecied)
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11.6 Change the Device’s Ethernet configuration

Most of the iDigi Devices will ship configured to obtain their IP address via DHCP. In the this example we
will change the IP address to a Static IP address and configure the Ethernet Interface for 100Mbps Full
Duplex.

1. Select the Devices menu and double-click on the Device in order to open its Properties.
2. Select the Ethernet (ethO) Properties page as shown below.

E :

J '#* iDigi Manager Pro

’ﬁ" About | Log OF
] Dlglm iDigi Manager Pro mrken, Digi

{4} Home Devices

\Welcome Devices  00400dFFFF43fa04 @

Documentation

Ethernet (eth0}
< Management :
s [+] Mobile IP Settings (warning: Changes may make device inaccessible or may not take effect until unit has been
Devices i rebooted)
[+ Netwark !

Akine Nelworks XBee (@ Obtain an IP address automatically using DHCP

Storage . Pythan () Use the following IP address

Web Senvices Console & Serial IP Address: 10216
- Subscriptions File Man.agemem Subnet Mask

5 Customization Default Gateway. |10.21.51

ummaw [+] Advanced Configuration .

Details & System Information Advanced Settings
& Administration Auto-IP enable: (@ On () Off

My Account Ethernet speed: auto v

Messages Ethemetduplex: | ;40

Operations -

Save Export... Refresh Close

Ready Properties for 00409dFF-FF43fal4

3. Click Use the following IP address and configure the IP address appropriate for your network.
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4. Set the Ethernet speed to “100”, and the Ethernet duplex to “full”, resulting in the Ethernet
Properties page looking something similar to the following:

=* iDigi Manager Pro

‘?Dlgr
{7 Home

Welcome
Documentation

e Management
Devices
XBee Networks
Storage
Web Services Console

0 Subscriptions
Summary
Details

{8 Administration

My Account
Messages
Operations

Ready

Devices
Devices 00409dFF-FF43fa04

Home
Ethemnet (eth0)
[ Mobile
[+] Metwork
XBee
Python
[x] Serial
File Management
Customnization

B

Advanced Configuration
System Information

i

o

About | Log Off
iDigi Manager Pro mrken, Digi

Ethernet (ethD)
IP Setlings (waming: Changes may make device inscoessible or may not take effect until unit has been
reboated)

() Obtain an IP address automatically using DHCP
(® Use the following IP address

IP Address: 10.21.6.113
Subnet Mask: |255.255.255.0
Default Gateway: 102161
Advanced Settings
Auto-IP enable: (@ On () Off
Ethernetspeed: | 4gp

Ethernet duplex | gy |

Save Export... Refresh Close

Properties for 00409dFF-FF43fa04

5. Click Save to apply the changes.

6. Click the Device tab. Click the Refresh button, and the new IP address of the Device should be
displayed in the Device List.
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11.7 Configure the Device’s IP Host Name
Configure the IP Hostname for the iDigi Device by performing the following steps:

1. After opening the Properties pages for the Device, click the Advanced Configuration > Host
name menu and a screen similar to the following will be displayed:

#* iDigi Manager Pro

ffDlgr

1t Home

‘Welcome
Documentation

e [lanagement
Devices
¥Bee Networks
Storage
Web Services Console

Subscriptions

Summary
Details

{& Administration

My Account
Messages
Operations

Feady

About | Log Of
iDigi Manager Pro mrken, Digi

Devices

&

Devices 004090FF FF3CSEE2

Home i
Ethernet (ethl)

REA (7) Host name: Kens-42
*Bee

Pythan

Serial

File Management

Customization

Host name

| Advanced Configuration

Alarms

ARP

Cerificate Authority (CA) certificate
Certificate revocation list

e

Digi device security
Flahaamrl

Save Export... Refresh Cloze

Properties for 004080FF FF3C5EE2

This example has selected a Device that already has an IP Host name. Change the field as needed and
click Save in order to save the changes to the Device.
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11.8 Manage the Device’s Python files and Auto-Start settings
iDigi Manager Pro can change the Python Auto-Start Settings for an iDigi Device that supports Python.

1. Click on the Devices menu.

2. Double-click on the selected Device in order to open its Properties, and click the Python menu and
you will see a screen similar to the following:

J 'i* iDigi Manager Pro | : -
f‘? About | Log Off
i} D'gl" iDigi Manager Pro mrken, Digi
\
£} Home Devices
Welcome Devices  00409DFF-FF3DSECH
Decumentation T
Python
& Management Ethernet (eth0)
et [+] Mobile Auto-start Settings:
0855 [+ MNetwork Enable Auto-start Command Line (program filename to execute and arguments)  On Program Exit
ALiEE Nedorks XBee [v] buildit py testile 25000 Mo action taken | v
Storage —
; Python i No action taken |+
Web Senvices Console & Serial — = i
i . L] Mo action taken | =
1 3 ile Managemen -
1] Subscriptions S i ‘No action taken | ¥
Summary 5] Advanced Configuration
Details o Python Files:
[#] System Information
? ey
& Administration GO x|
My Account e g.?'i.%ﬁ.f.?v‘ﬁi.. e
iL 11, 2082 =
Messages b T e i
Operations [  buildit_rand2.py 491
[ tistey 258
build_blodss.py 805
]
[  Gobi_Throughput.py 4132
[ buildit_USB.py az4
buildtwins_rand 1858
_tand py
[ celeteit USB.py 158 -
deletzit py 138
0
[ builditpy 221
[ delay.py 247
[  python.zip 124321
(=l
Save Export. Refresh Close
Ready Properties for 00409DFF-FF3D5ECE

Figure 20: Python Properties page

3. The Python Properties page allows you to upload and download files to and from the device’s
Python folder, delete files, as well as configure the Python Auto-start Settings. These Auto-start
settings allow you to configure which Python programs will run each time the device starts up, as
well as the action to be taken after the Python program completes.

4. In this case, we will have the device run the “buildit.py” script at start up, and the script will be
passed two parameters (a filename and a file size in this case). Enter the Python file to run at startup,
and check the box in the Enable column.
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5. The On Program Exit drop down box allows you to configure the actions of the Device after the
Python program finishes (see the example below).

& iDigi Manager Pro -
{3‘ About | Log Off
'] Dlgl" iDigi Manager Pro o
{;t Home Devices
Welcome Devices = 00409DFF-FF3D5ECB €
Documentation
Home Python
e Management Ethernet (eth0)
e [+] Mobile Auto-start Settings:
LD [+ Network Enable Auto-start Command Line (program filename to execute and arguments) On Program Exit
#HeePielyoss XBee [¥]  builditpytestile 25000 No action taken
Storage Pythan ] No action taken
Web Senvices Console & Serial = Restart python program
4 Subscriptions File Management — | apontdoce:
L Clsiateie ] No action taken
Sty [#| Advanced Configuration
Details i Python Files:
[#| System Information
" o
5 Administration GO x|
My Account File Name. Size (bytes)
el [ buildit_randz.py a91 - |
Operations [ vistey 483
[ build_slods.py 805
[l Gobi_Throughput py a192
[ buildit_usB.py 324 =2
[} buildtwins_rand.py 1858
[ deleteit_usB.py 156
[ deleteitpy 138
[ builditpy az1 3
Save Export. Refresh Close
Ready Properties for 00409DFF-FF3D5ECB

6. When you are finished with your changes, click Save in order to update the Devices Auto-Start

configuration. The next time the Device is started, the Python Auto-Start settings will be executed.
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11.9 Configure secure iDigi Device connections using SSL

The Add Devices dialog can configure the Device’s Remote Management settings to automatically con-
nect to iDigi at startup. These options include the following:

= Exchange Keep-Alives every 60 seconds
= Select TCP as the connection protocol between the Device and iDigi
= Wait 60 seconds after a connection disconnection before reconnecting with iDigi

This example will demonstrate how to:

= Change the connection protocol to use SSL
= Change the reconnect timeout to 30 seconds
= Configure the Keep-Alives for 600 second intervals.
1. Select the Device from the Device list and display its properties.

<r Favorites : iDigi Manager Pra | {'&ﬂ -8 = M W e S e ﬂ'
@, About | Log OF
f'j Dl In. iDigi Manager Pro idigi_test, Digi International
oig

r Home Devices

Welcome Devices 00409DFF-FF4932E3

Rescources Torme

Home
Ethemet {eth0)

“# Management )

A [ Mobile Model- Connect WAN 3G (RS232 serial)

[#] MNetwork : -A0- an.
XBee Networks - MAC Address: 00-40-9D:49:32-E8
Python

Storage i :

i : a| Serial Description: Ken's 3G - Gohi

VWeb Serices Console File Management e, e
11} Subscriptions Costomization ) Location: HE Office West Lab

+| Advanced Configuration
Summary : : .
G i B syseminiomation Il Device ID: 0x0000000000000000004094f4932e5
etals

& Administration

My Account

Users

IMessages

Operations

Save = Export. . | Refresh = Close

2. Select the Advanced Configuration > Remote management network type page and you screen
should look similar to the following:

82



= Wigl Manager Pro | =

r3‘Dlgl" IDigl Manager Pro e

f Home Devices
Welcome Devces DO4090FF-FFA97248 O
Documentation =
PPF Remota management network type 3
Managemant Realper
e Network tyne: [G]
Davices Remote management
Conngction mathod: TCE =
ABee Nebworks + Remole management connecion
Storage [ Rémoln management natwork typs Proey adaress:
1 " .
e Rurmobe management network hpe 1 Prowy port o £
Romate management network hpe 2 &) Proy login
50 Submernpbons Remote hped @ pas
Summary =l SGEP CAcerificates Prouy persisiont connection Con @ on
s SCEP =
Detadls T RO s o TCPISEL receive keep alive (secondsk (60 -
Swecure Socket Senvice
TCPIEEL ransmil keep alve (seconds) |60 =
& Administration Secunty
TCPBEL max num missed keep alves. |3 £
My Aseint Henial port profile
Serial barm HITE recai Koap alive (5000nas) 80 =
Magsages ¥ =
SerallIDP Servar HTTF transmi keep alive (seconds ) a0 [
Opesations
v SHMP HTTF max num mizsed kaep alves a =4
Socket unngl Require validation of server SSLcert () On @ Off
& S5H RSA and DSA identy keys
35H Senver
[+ SSUTLS R3A and D3A |Gentity cens
[+ SSLALE REA and DA dentity keys
(4] SSLALS RSA and DSA prer comificatis
¥ SSUTLS R8A and DSA revoked peer corts
Systemn
TCP
TCP keap aitve
TCP serlal -
TCF Sened
Talnet Sener
Time =] 4l |
Save Export. Refresh Close
Ready Properties for (04090FF-FF487248

3. This iDigi device supports several network interfaces, so select the interface that you wish to
configure. In this example, we will configure the device’s Wi-Fi interface (Remote management
network type 3) since this interface is used to connect to iDigi.

[ * iDigi Manager Pro : -
About | Log Off

I?Dlgl“ iDigi Manager Pro mrken, iDigi Enterpri

41 Home Devices
Welcome Devices | | 00400DFF-FF407249 @
Documentation ;I
PPP Remote management network type 3
s Management Realport
o Network type: WiFi
SEre Remote management
R 1 t i Connection method: TCP |+
XBes Notworks emote management connection [TCP o
Storage Remate management network type Proxy address
Wt oricenrbona Remote management netwark type 1 Proxy port 0 =
Remote management netwark type 2 Proxy lagin
i) Subscriptions Remate management network type 3 Proxy password
summary Jal.)SCEF Chcstmcatos Proxy persistent connection
Details [3] SCEP request certficates TCPISSL receive keep alive (seconds)
Secure Socket Service
TCP/SSL transmit keep alive (seconds).
{& Administration Security _ ) ) =
(Z) TCP/SSL maxnum missed keep alives: |3 =
My Account Serial port profile . X o
e Serial term HTTP receive keep alive (seconds): 90 =
9 SeriallUDP Server HTTP transmit keep alive (seconds): =
Operations
4 SNMP (7 HTTP maxnum missed keep alives:
Socket tunnel Require validation of server S5L cert:
[s] SSH RSA and DSA identity keys
SSH Server
SSUTLS RSA and DSA identity certs
SSUTLS RSA and DSA identity keys
SSL/TLS RSA and DSA peer certificates
SSLITLS RSA and DSA revoked peer certs
System
TCP
TCP keep alive
TCP serial =
TCP Server
Telnet Server
Time xl Al | 2
Save  Export Refresh | Close
Ready Properties for 00409DFF-FF497249
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4. Change the Connection method from TCP -> SSL, change the TCP/SSL receive keep alive
(seconds): option from 60 seconds to 600 seconds, and change the TCP/SSL transmit keep alive
(seconds): option from 60 seconds to 600 seconds.

5. Click Save to update the Device configuration.

6. Now we need to change the Device’s Reconnect Timeout.Select the Remote management
connection > Remote management connection 1 page and your screen should look similar to the
following:

J  iDigi Manager Pro

About | Log Off

I?Dlgl" iDigi Manager Pro mrken, iDigi Enterprises

£} Home Devices
Welcome Devices  00409DFF-FF497248 &
Documentation d
PPP Remote management connection 1
%@ Management Realport
Conneclion type Clientinitiated - Always connected
Devices Remote management 5 &
= Connection enable (@ On () Off
XBee Networks Timed connection period (seconds): 5 3
Storage
Timed connection offset diate |~
Web Senices Console immediae
Remote management connection 3 Last known address update enable: () On (@) OF
1) Subscriptions Remote management connection 4 (@) Connection reconnect timeout (seconds). () Never reconnect
Summary [ Remote management network type ® (60 =
Details Remote management network type 1 (@ Enable override of paged connection ) on @ Of
Remote management network type 2 .
. Server List » Server List 1
{& Administration Remote management network type 3
- ; b .
My Account [x] SCEPCA cemﬁ:at.es Server List 2
Messages [#] SCEP request certificates » Server List 3
Operations Secure Socket Senvice » ServerList 4
Security
Serial port profile
Serial term
SeriallJDP Server
SNMP
Socket tunnel
[#] SSHRSA and DSA identity keys
S8H Senver
[#] SSUTLS RSA and DSA identity certs
[ SSUTLS RSA and DSA identity keys
[#] SSUTLS RSA and DSA peer certificates
[ SSUTLS RSA and DSA revoked peer certs
System
TCP
TCP keep alive LI
Save Export... Refresh Close
Ready Properties for 00409DFF-FF497249

7. Change the Connection reconnect timeout (seconds): from 60 seconds to 30 seconds, and click
Save to apply the changes to the Device.

8. Now that the Device’s configuration has been updated, it will use these settings the next time it
establishes a connection with iDigi.
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11.10 Examples using the search bar
This example will demonstrate how to locate all the devices with a 192.x.x.x IP Network Address.

1. Using the Devices page, you can search for all the Devices with a 192.x.x.x IP Address by entering

a “192” into the search bar.

2. After the search completes, the Device List will look like the following:

2 iDigi Manager Pro

{?Dlgr

{fat Home Devices
Welcome 7 3 & =
i $ B+ BT~ &~ | & B~
Documentation G
Search: 192,
S Management B s R L R 5
Devices “e* 0040890:372220 00408DFF-FF372220 182.168.1.71
XBee Networks “es 004090:305ECH  004090FF-FF30D5ECH 192.168.1.83
Storage Ggb 004090:497248  DO40BDFF FF487243 192.168.2.34

Web Senvices Console

1] Subscriptions
Summary
Details

{& Administration
My Account
Messages
Operations

Ready

iDigi Manager Pro

DR TP

ConneciCore 3G 5F 9215

ConnectCore 3G 9P 9215

ConnectPort X4

CC3G 9P 9215 #1

Sl
Conneded
Connected

Conneded

About | Log Off
mrken, Digi

L inmdea gl

21106
21105

21007

3 devices

3. You can also search for all the Devices with an “11” in their Firmware Version by first clicking the
Advanced button to add the “Firmware Level” column to be included in the displayed columns.

‘¢ iDigi Manager Pro

I'TDIQI“

iDigi Manager Pro

About | Log Off
mrken, Digi

it Home Devices
Welcome = r 3 & 5
: S| B+ R|T- S | 6B
Documentation 7
Search: Q% &
< Management — g T —
Devices [] Description =
XBee MNetworks Columns to Search:  |[v] Firmware Level
Storage || Location 3
1 TEV=
Web Services Console
S MAC Address Device ID IP Address Device Type Desaiption Status Firmware Level
1 1] Subscriptions
2 Ggs 00409D:3D0COS  DO40SDFF-FFIDOCH5 10.21.8.118 Connect WAN 36 Ken's 3G - Varizon Connected 21005
Summa
¥ % 00408D:2C14BC 00408DFF-FF2C14BC 10.21.8.117 Connect WAN 3G Ken's 3G - Sprint Connected 21005
Details
Ggb 00409D:4932E8  D0409DFF-FF493ZER 10.21.6.120 Connect WAN 36 Ken's 3G - Gobi Connected 21005
@ Administration Vg» 00409D:437243  D0403DFF-FF437243 192.188.2.34 ConnectPort X4 Connected 21007
My Account
Messages
Operations
Ready 4 devices
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4. Next, enter “11” into the search bar, and click the Search button. After the search completes, the
Device List will look like the following:

'#* iDigi Manager Pro

’I'?Dlgl‘

{2 Home

Welcome
Documentation

e Management
Devices
XBee Networks
Storage
Web Services Console

701 Subscriptions

Devices

& | B |+ x| (T~

Summary
Details

& Administration

My Account
Messages
Operations

Ready

Search: 11 |
MAC Address Device ID IP Address Device Type
G 00408D:372220  00409DFF-FF372220 182.168.1.71  ConnectCore 3G 8F 8215
Se 00408D:43FA04  O0408DFF-FF43FAD4 10.21.6.113 ConnectPort X4
G 00409D:3D5ECE  O0409DFF-FF3D5ECB  192.168.1.63  ConnectCore 3G 9P 5215
S 00409D:3C5EE2  00409DFF-FF3CSEEZ  10.21.6.112 ConnectPort X2B
S 00408D:307103  00408DFF-FF3D7103 10.21.6.118 ConnectPort X2
Ge 00409D:3C4B42  00409DFF-FF3C4B42  10.21.8.119 ConnectPort X8

iDigi Manager Pro

- | & B

| Description

©C3G 5P 8215 #1
Ken's X28
Ken's X2 for SmartEnergy

Ken's X8

Status
Connected

Connected

Ceonnected

Connected

Connected

Connected

mrken,

Firmware Level

211.05

2801

21105

2901

2301

2901

About | Log Off

Digi

6 devices

5. Click the Clear button to remove any of the previous search results and the Device List will look

like the following:

#* iDigi Manager Pro

l?Dlgr

41 Home

Welcome
Documentation

g Management
Devices
XBee Networks
Storage
Web Services Console

7.0 Subscriptions
Summary
Details

& Administration
My Account

Messages
Operations

Ready

Devices

B+ [T S~ |G FH-
Search: LY

MAC Address Devics ID IP Address

“e* 0004F3:01F974  O004F3FF-FFOTFETS 10.21.8.118
<e* 004090:372220  00409DFF-FF372220 182.188.1.71
Se» 00409D:3D0C95  00409DFF-FF3D0CS5  10.21.8.118
Se 00409D:3C14BC  O00409DFF-FF3CI4BC 10218117
“e 00408D:43FAD4  D04DSDFF-FF43FAO4 10218113
Se 00409D:3D5ECE  00409DFF-FF3DSECE 192188163
e 004090:3C5EEZ  004090FF-FF3C5EEZ 10218112
<@ 004080:44B800  00408DFF-FF44B800 10218110
<e* 004090:307103  00409DFF-FF3DT103 10.21.8.118
e 00409D:3C4B42  00409DFF-FF3C4B42  10.218.118
Sg» 00409D:4932E8  0040SDFF-FF4932E8 10.21.8.120
“e 00408D:497248  004DSDFF-FF457248 192.188.2.34

iDigi Manager Pro

Device Type
ConnectPort X5 R

ConnectCore 3G 8F 9215
Connect WAN 3G
Connect WAN 3G
ConnectPort X4
ConneciCore 3G 9P 9215
ConnectPort X2B
ConnectPort X4
ConnectPort X2
ConnectPort X8

Connect WAN 3G

ConnectPort X4

Desaiption
Ken's X5_2

Ken's 3G - Varizon

Ken's 3G - Sprint

CC36 9P 5215 41
Ken's X2B

Ken's X4 I

Ken's X2 for SmartEnergy
Ken's X8

Ken's 3G - Gobi

Status
Connected

Connected

Connected

Connected

Connected

Connected

Connected

Connected

Connected

Connected

Connected

Connected

About |

Log Off

mrken, Digi

Firmware Level

2820

21105

21005

21005

29011

21105

29011

28012

28.0.11

29011

21005

21007

12 devices
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11.11 Scan for XBee Nodes in the network

iDigi Manager Pro provides a separate menu to manage the XBee Nodes in the inventory. The XBee Net-
works page will display XBee Node information for any of the iDigi Devices that support XBee as well as
all the remote XBee Nodes connected to them.

[ —————————————— |

'3 iDigi Manager Pro

”{T?Dlgr

1t Home

Welcome
Documentation

< Management

#Bee Metworks
Storage
Web Services Console

717 Subscriptions
summary
Details

& Administration
My Account
Messages
Operations

About | Log Off
mrken, iDigi Enterprises

iDigi Manager Pro

Devices
S| B 4 3 & [
B % X [{T- 3- | 6@
Search: A x ¥
. MACAddress  Device ID P Address Device Type  Deso  Status . Firmware Level
G O0040SD:3CSEEZ  0040SDFF-FF3CSEEZ 10218112 ConnectPort X2B Ken's X28 Connected 23011

I [

Ready

1 devices

Figure 21: Device List with a single device

The XBee Networks page will display information for the XBee Node in the ConnectPort X2B, as well as
all its remote XBee Nodes.

'3 iDigi Manager Pro

’ffblgr
fit Home

Welcome
Documentation

< Management
Devices
XBee Networks
Storage
Web Services Console

0 Subscriptions
Summary
Details

& Administration
My Account

Messages
Operations

XBee Networks

& |4 F B |G
Search:

Node Address

*m s
‘L 00:13:42:00:40:55:84:04
"L 00:13:A2:00:40:80:3A:81
‘. 00:13:A2:00:40:00:65:78
‘8, 00:13:A2:00:40:82:9E:F8

‘2, 00:13:42:00:40:62:CE:31

| |+«

About | Log Off
mrken, iDigi Enterprises

iDigi Manager Pro

Q x¥
Network Gat=way Nods 1D Moduls Type Product Type Type Role ::::: Parent  Last Updsted
S ST
00408DFF-FF3CSEE2 Digital 1O ¥Bee ZB Digital 1O Adapter 0x32000s Router 0x781a Oxfffe 5/16/10 10:05
00408DFF-FF3C5EE2 Analog 10 ¥Bee 7B Analog 10 Adapter 0x3000b Router 0xb01 Dxfffe 5/16/10 10:05
00408DFF-FF3CSEE2 RS5-485 Adapter ¥Bee 7B R5-485 Adapter 0x30008 Router Oxcldd Dxffe 5/18/10 10:05
00409DFF-FF3CSEE2 Smart Plug XBee ZB Smart Plug 0x2000f Router Ox7abe Dxffe 9/16/10 10:05
00408DFF-FF3CSEE2 RS-232 Adapter XBee ZB RS-232 Adapter 0x30005 Router ox16828 Dxfffe 9/16/10 10:05

| i

Ready

6 nodes (1 selected)

Figure 22: ConnectPort X2B with remote XBee Nodes
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1. As you add more Devices to your iDigi inventory, your Device List may look like the following:

' iDigi Manager Pro

FDlgr

1ot Home

Welcome
Documentation

g Management

Devices

XBee Networks
Storage

Web Senices Console

11 Subscriptions
Summary
Details

& Administration
My Account

Messages
COperations

Ready

Devices

Search

_ MACAddres

@ 00409D:42FAD4
% 00409D:3C5EE2
“e 00405D:44B8800

“e* 00409D:3C4B42

|8 |+ % |{1- S~ | &

iDigi Manager Pro

O x v
Device ID IF Address Device Type Desmiption Status Firmware Level
O0409DFF-FF43FAD4  10.21.6.113 ConnedFort X4 Connecled 23.0.11
O0409DFF-FF3CBEEZ  10.21.6.112 ConnedFort X28 Hen's X2B Connecled 230.11
00409DFF-FF44B800 10.21.8.110 ConnectPort X4 Connected 29013
00409DFF-FF3C4B42 10.21.6.119 ConnectPort XB Connected 239.0.1

i ————————————————————

out | Log Off

mrken, iDigi Enterpri

4 devices

Clicking the XBee Networks menu may display something like the following:

I 3 iDigi Manager Pro

"?Dlgr

{;t Home

Welcome
Documentation

7 Management
Devices
XBee Networks
Storage
Web Services Console

710 Subscriptions
summary
Details

& Administration

My Account
Messages
Operations

Ready

XBee Networks

ofs 00:13.A2:00,40:3C:55:0C

‘2L 00:13:A2:00:40:55:84:04
‘2 00:13:A2:00:40:60:24:81

2, 00:12:A2:00:40:00:55:78

‘W, 00:13.A2:00:40:82 3E-F8

| x ¥
.NEMD!kGa(eway
T ———
D0408DFF-FF3C5EE2
00408DFF-FF3C5EE2
004090FF-FF3C5EE2
00408DFF-FF3CEEE2

00408DFF-FF3C5EE2

Node ID

Ken's X2 WAN Side
Digital 10

Analog 10

RS-485 Adspter
Smert Flug

RS-232 Adapter

iDigi Manager Pro

XBee ZB

XBee ZB

¥Bee 7B

XBee 7B

XBee ZB

XBee ZB

XBee 7B

Madule Type :

X2 Gatewsy
Digital 10 Adapter
Analog 10 Adspter
RS-485 Adspter
Smert Plug
RS-232 Adapter

K4 Gatewsy

Product Type Type

0x20002
0x20002
0x3000b
0x30008
0x2000f

0x30005

0x30002

Role

Coordinator
Router
Router
Router
Router
Router

Unknown

Network

L Bk

0x0

0x761a

Oxb01

Oxcld0

0xTabe

0x1628

0x0

Parent

Oxfffe

Oxfffe

Dxfffe

Oxcfffe.

Oxfffe

Oxfffe

Last Updated

About | Log OF

mrken, iDigi Enterpi

Status

9/18/10 10:05 AM
9/18/10 10:05 AM
9/18/10 10:05 AM
9/18/10 10:05 AM
9/18/10 10:05 AM
9/18/110 10:05 AM

Discover needed

| i

7 nodes (1 selected)

Figure 23: XBee Node List with one Node requiring a “Discover”
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2. Notice in the above screen that there is a new XBee Node displayed, but since we added three new
iDigi Device with XBee Nodes in Step 1, there should be three new XBee Nodes displayed. Click
the Refresh button in order to update the XBee Networks page. After clicking the Refresh button,
your screen could look similar to the following:

]-f-mig'na-m:rm

‘?Dlgr
{ar Home

Welcome
Documentation

“# Management
Devices
XBee Metworks.
Storage
Web Services Console

i1 Subscriptions
Summary
Details

{3 Administration
My Account

Messages
Operations

Ready

iDigi Manager Pro

Node 1D Module Type

Metwork .

About | Log OF
mirken, iDigi Enterprises

Last Updated Status

Node Address Network Gateway Product Type Type Rale At Parent
7 0013:A2:00:40:4A'AT'55  Q0409DFF-FFaC4B42 XBes 802.15.4 X8 Gteway 0x10001 Unknewn 0x0 Discaver nesded

‘T 00-12.A2:00:40 656408 00409DFF-FFICSEED Digital 10 XBes ZB Digits! IO Adspter  0x3000s Router 0:7613  Oxiffe 2/18/10 10:05 AM
("EL 00:13:A2:00:40:80:3A:81 004090FF-FF3C5EE2 Analeg 10 XBee ZB Anzlog IO Adapter 0x30000 Router 0xb01 Oxfffe 8/16/10 10:05 AM
v;;g 00:13:A2:00:40:3C:55:0C 00409DFF-FF3CEEE2 Ken's X2 WAN Side XBee ZB X2 Geteway 0x30003 Coordinatar 0x0 Oxfffe 8/16/10 10:05 AM
‘) 00:12:42:00:4060:55:76  00408DFF-FFRCEEED RS-485 Adspter XBee ZB RS 485 Adapter 0x30008 Router Oxoldd  Oxffe 8/18/10 10:05 AM
‘2l 00:13:42:00:40:629E:F6  00408DFF-FFICEEE2 Smart Flug XBee 7B Smart Plug 0x3000f Router OxFsbe  Oxiffe 8/18/10 10:05 AM
@L 0012 RS-232 Adaptes XBee 7B RS-232 Adapier 0x30005 Router 0x1628  Oxiffe 2/18/10 10.05 AWM
Q“‘ 00:12:A2:00:40:3B:84:89 00409DFF-FF43FAD4 XBee ZB X4 Gateway 0x30002 Unknown 0x0 Discover needed

47 0013:A2:00:40:80 523E  QD409DFF-FF448800 XBes ZB X4 Gateway 0x30002 Unknewn 0x0 Discaver needed

I il

9 nodes (1 selected)

Notice that the three XBee Nodes all have the Discover icon displayed in the Extended Node Address
column and their Last Updated columns indicating that a Discovery is needed for these XBee Nodes.

3. Select the three new XBee Nodes by holding Ctrl and clicking on all three of them. They should
now be highlighted.

4. Click the Discover button to discover the remote XBee Nodes attached to these Devices, and while
iDigi Manager Pro is searching for the remote XBee Nodes your screen should look similar to the
following:

{s¢ Home
Welcome
Documentation

» Management
Devices
XBee Natwarks
Storage
Web Senvices Console
Subscriptions

Summary

Details

% Administration

@

My Account
Messages
Operations

Loading data from semver

XBee Networks

<

Q

Search

00;13:A2.00/40.60 62:3€

00;13:AZ00'40 3BB483 004

D04050FF-FFa4BaD)

FF-FF43FAD)

Discovering 3 networks...

Run in background

Rols

Uninawn

Router

Router

Router

Unknawn

Uninawn

9 nodes (3 se

d) 1 operations in progress
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After a few moments the XBee Networks Node list will be updated similar to the following:

J ‘& iDigi Manager Pro

ey "
I1Dign
i} Home

Welcome
Documentation

“«# Management
Devices
XBee Metworks
Storage
Web Services Console

Subscriptions
Summary
Details

My Account
Messages
Operations

Ready

XBee Networks
S|4/ H¥E |G

Node Addrass

(7 09:13:42.00:40:45 AT 95
‘2% 00:12:42:00:40:55.04 04
ofe 00:13:42.00:40:3C:85:0C
2, 00:12:42:00:40:80:24:81

2L 00:12:42:00:40:80:55:78

‘24 00:13:42:00:40:02:98 F8
@, 00:13:42:00:40:82:CE:31
() 00:13:42.00.40:5C B1:AB
() 00:13:42.00:40:50:65:8F
of> 00:13:42.00:40-38:84:88
{2 00:12:42:00:40:5C: B0 65

ke 00:12:4200:40:80:52:2E

Netwark Gateway

004090FF-FFIC4B42
00408DFF-FFICSEEZ
00409DFF-FFICSEEZ
00408DFF-FFACSEED
00408DFF-FFACSEED
00408DFF-FFACSEED
00408DFF-FFICSEEZ
004050FF-FF43FADS
004090FF-FF43FAD4
00409DFF-FF43FADS
00409DFF-FF44B800

00408DFF-FF44B800

Node ID

Ken's X8 WAN Side
Digital 10

Ken's X2 WAN Side
Anslog 10

R5-485 Adapter
Smart Flug
RS5-232 Adapter
Wil Router
XBIB-R-DEV RS232
Ken's X4 WAN side
Wall Router Il

Kens X4 || WAM Side

iDigi Manager Pro

Madule Type
Bee B0Z.15.4
XBee ZB
XBee ZB
XBee 7B
XBee 78
XBee 7B
XBee 78
XBea 78
XBea ZB
XBee ZB
XBee ZB

XBee 7B

Product Type

X8 Gatewsy
Digital IO Adapter
X2 Gateway
Analog IO Adapter
RS-485 Adapter
Smert Flug
RS-232 Adspter
Wall Router
Unspacifisd

X4 Gateway

Wall Router

X4 Gateway

Type
0x10001
0x20008
0x20003
0x3000b
0x30008
0x3000F
0x30005
0x20008
0x30000
0x30002
0x20008

0x30002

Rale

End Node

Router

Coardinator

Router

Router

Router

Router

Router

End Node

Coardinator

Router

Coordinator

Network
Address

0x0
02781
0x0
0xB01
Oxcldd
0x7abe
0x1828
Oxbaib
0xbe20
0x0

0x0

About | Log OFf
mrken, iDigi Enterpri

Last Updst=d Status
S/16/1010:30 AM
918/10 10:05 AM
9/18/10 10:05 AM
8/16/10 10:06 AM
8/16/10 10:06 AM
8/16/10 10:06 AM
5/16/10 10:05 AM
5I16/1010:30 AM
9116/10 10:30 AM
918/10 10:30 AM
9/16/10 10:20 AM

911610 10:30 AM

12 nodes (3 selected)

90



11.12 Determine the Gateway Device for Remote Nodes

Normally iDigi Devices acting as a Gateway/XBee PAN Coordinator ship with a default configuration that
makes it easier for remote XBee Node to join their networks. Similarly Digi XBee Adapters and Routers
ship with default configurations that make it easier for them to join an XBee network.

As you add iDigi Devices and XBee Adapters and Routers to your inventory, it may be helpful to deter-

mine which remote XBee Nodes have connected to which Gateways. This information can be determined
by the XBee Networks page.

1. Click the XBee Networks menu and your XBee Networks Device List might look similar to the

following:

4 Home

Welcome
Documentation

“» Management
Devices
XBes Networks
Storage
Web Services Console

[l Subscriptions
Summary
Details

& Administration

My Account
Messages
Operations

Ready

XBee Networks

& |+ F B | &

Search Q x ¥

Nods Address. Network Gateway MNode ID & ModueType  Product Typs Tyes Role gj;"’r;: Parent  Last Updsted

"FA 00:12:A2:00:40:80:3A:81 00403DFF-FF3CSEEZ Analog 10 XBes ZE Analog 10 Adapter 0x3000b Router OxbD1 Oxfffe 16/10 10:05 AM
"'f; 00:13:A2:00:40:55:64:04 D0408DFF-FFICSEE2 Digital |0 XBes ZB Digital 10 Adapter 0x3000a Router Ox781a Oxfffe SV16/10 10:05 AM
0.2: 00:13:A2:00:40:3C:55:0C 00405DFF-FF3CSEEZ Ken's X2 WAN Side ¥Bes ZE XZ Gatewsy 30003 Coordinator Oxd Oxfife 918/10 10:55 AM
* 00:13:A2:00:40:38:64:89 004030DFF-FR43FAD4 Ken's X4 WAN side ¥Bes ZE X4 Catewsy 030002 ‘Coordinator 0D Oxfife 9A168/10 10:30 AM
l"’l D0:12AZ00:40 4A:AT 35 00403DFF-FF3C4B42 Ken's X5 WAN Side XBes BO2.15.4 XE Gateway Ox10001 End Node Oxd Oxfife 16/10 10:30 AM
* 00:13:A2:00:40:80:52:2E D0403DFF-FF448800 Kens X4 [| WAN Side  XBes ZE X4 Catewsy 30002 Coordinator 00 Oxfffe SI16/10 11:01 AM
"?A 00:13:A2:00:40:82:CE:31 00405DFF-FF3CSEEZ RS-Z3Z Adapter XBes ZE RE-232 Adapter 30005 Router Ox1828 Oxfife 918/10 10:05 AM
"‘fA 00:13:A2:00:40:60:55:78 00403DFF-FF3CSEEZ RS-425 Adapter ¥Bes ZE RES-4E% Adapter 030008 Router Oxc1dd Oxfife 91168/10 10:05 AM
"FA 00:13:A2:00:40:62:9E:F6 00403DFF-FF3CSEEZ Smart Plug XBes ZE ‘Smart Plug Ox3000f Router OxTabe Oxfffe S16/10 10:05 AM
"'f; 00:13:A2:00:40:5C:B1:AB D0403DFF-FF4IFAM4 Wall Router XBes ZB ‘Wall Router 030008 Router Oxbalb Oxfffe SI18/10 10:30 AM
"?A 00:13:A2:00:40:5C:80:65 00405DFF-FF448800 Wall Router || ¥Bes ZE ‘Wall Router 30008 Router OxfT8 Oxfife 918/10 10:30 AM
* 00:13:A2:00:40:4T:68:1E 00405DFF-FF457245 X4 with WiFi Support  XBee ZB X4 Catewsy 030002 ‘Coordinator 00 Oxfife 9A16/10 11:05 AM
l"’l 00:12:A2:00:40:50:65.:9F 00403DFF-FF43FAD4 XBIE-R-DEV RSZ232 XBe= ZE Unspecified 030000 End Node OxbeZl oD 16/10 10:30 AM

13 nodes.

2. Sort the Gateway Device ID column and your screen will look similar to the following:

it Home
Welcome
Documentation

% Management

XBee Networks
Storage

Web Services Console

1| Subscriptions
Summary
Details

@ Administration

Wy Account
lessages
Operations

XBee Networks

iDigi Manager Pro

V¥ B @

Search: 0 x ¥
Mode Address ' Network Gateway Nods 1D Module Type  Product Type Type Roie i :;":: Parent | Last Updated

v (1) 00:12:A2:00.40:44:47:95  0D4DSDFF-FFIC4B42 Ken's XBWAN Side  XBee802.154 X8 Gateway 0x10001 End Node [ Oxfife S/16/10 10:30 AM
. 00:13:A2:00:40:558A04  OD40SDFF-FFICSEE2 Digital 10 XBee 78 Digital 10 Adapter  0x3000a  Router OxfBla  Oxfffe  S/16/10 10:05 AM
o§20013:A2:00:40:3C:55:0C  0D40SDFF-FFICEEE2 Ken's X2 WAN Side  XBe= 78 X2 Gateway 0x30002  Coordinator (] Oxfife  S/16/1D 10:55 AM
"L 00:13:A2:00: 40803481 0D40SDFF-FFICSEE2 Anzlog 10 XBe= 7B Anslog |0 Adapter  0x3003b  Router Oxb0T  Oxfffe  S/16/10 10:05 AM
‘. 00:13:A200:40.60:55:78  0DADIDFF-FFICEEE2 RE-485 Adapter ¥Be= 2B RE-485 Adapter 0x30006  Router Oxeld0  Oxiffe  S/16/10 10:05 AM
. 0013:A2:00:40628EF8  0D40SDFF-FFICSEE2 Smart Flug XBe= 28 Smart Plsg 0x3000F Router Oxfabe  Oxfffe  S/16/10 10:05 AM
"1‘. 00:13:A2:0040:62.CE:31  0D40SDFF-FFICSEE2 RS-232 Adapter XBes 78 RS-232 Adapter 0x30005 Router 0x1628  Oxfife /16/10 10:05 AM
fe0013:A2:00 40:38:84:53  0040SDFF-FF4IFADS Ken's X4 WAN side  XBeo 78 X4 Gateway 0x0002  Coordinator (] Oxfife  S/16/10 10:30 AM
"'1". 00:13:A2:00:40:5G:B1:AB  0D40SDFF-FF43FADS Wall Router XBee 78 Wall Router 0x30008 Router Oxbalb  Oxfife /16110 10:30 AM
) 00:13:42:00:40:5D.85:5F  0040SDFF-FF43FAD4 XBIB-R-DEV RS232  XBee 7B Unspecified 30000 End Node Oxbe20  Ox0 S/16/10 10:30 AM
ofe 00:13:A2:00:40.60.62:3F  OD40SDFF-FF44B800 Kens X4 Il WAMN Side  XBe= 78 X4 Gateway 0x30002  Coordinator (] Oxfife  S/16/10 11:01 AM
"L 00:13:A2:00:40:5C:B065  0D409DFF-FF438300 Wall Router 11 XBe= 7B Wiall Router 0x30008  Router Oxi76  Oxfffe  S/16/10 10:30 AM
of20013:A2:0040:4TEB1E  OD40SDFF-FF497243 X4 with WiFi Support  XBe= Z8 X4 Gateway 0x30002  Coordinator o Oxfife  S/16/10 11:05 AM

13 nodes.
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3. By sorting the Gateway Device ID column, you can see that several groups of XBee Nodes have the
same Gateway Device ID. The PAN Coordinators for these three XBee networks is highlighted in
Blue below.

& iDigi Manager Pro

"?Dlgr

{at Home
Wielcome
Resources

e Management
Devices
¥Bee Netwarks
Storage
Wb Services Console

1 [ Subscriptions
Summary
Dietails

& Administration

My Account
Messages
Operations

Ready

Y2l 00A3:A2:00:90:60:34:81

iDigi Manager Pro

XBee Networks

£ 4 FBE |G
Search:

Extended Address

Ty 00:13:42:00:40:44:47 95

2, 00:13:42:00:40:55 8404

Y2 00:13:42:00:40:60:55:78
2l 00:13:42:00:90:62.9E:F6
Y 00:13:A2:00:80 62:CE:31
oo 00:13:42:00,40:30:84:59
Y2 D0A3:A2:00:90:50:81:AD
Ty 00:13:42:00:40:5D:65.9F
oo 00:13:42:00,40:60 52:3E
Y2l 00:13:42:00:90:5C:80:65

ode D0:13:42:00,40:47 BB 1E

Q x

Gateway Device ID
00400DFF-FF304842

00408DFF-FF3CSEE2

00408DFF-FF3CSEE2
00408DFF-FF3CSEE2
00408DFF-FF3CSEE2
00408DFF-FF3CSEE2
00408DFF-FFA3FADS.
00408DFF-FFA3FADS
00408DFF-FFA3FADS.
00408DFF-FF44B200
00408DFF-FFa4B200

004080FF-FF407243

Hode 1D
Ken's X8 WiAN Side

Digital 10

Analog 10
RS-425 Adapter
Smart Plug

RS-232 Adapter
Ken's X4 WAN side
Wiall Router
XBIB-R-DEV RE232
Kens X4 1| WAN Side
Wiall Router |1

X4 with WiFi Support

XB

XBee

XBee

XBee

XBee

XBee

XBee

XBee

XBee

XBee

XBee

XBee

 Wodule Type

ee 202,154

z8

z8

z8

zB

z8

z8

z8

zB

z8

zB

z8

Froduct Type
X8 Gateway

Digital 10 Adapter

Analog 10 Adapter
RS-435 Adapter
Smart Plug
RS-232 Adapter
X4 G ateway

Wiall Router
Unspecified

X4 G ateway

Wiall Router

X4 6 ateway

Type

0x10001

0x3000a

0:3000b

030006

030007

0:30005

030002

0:30008

030000

030002

0x30008

0:30002

Oxfte

Oxftfe

Oxftfe

Oxfte

Oxfte

Oxftfe

Oxftfe

Oxfte

00

Oxftfe

Oxftfe

Oxftfe

| Last Updated Status

0/16/10 10:30 AM

01610 10:05 AM

01610 10:05 AM
01610 10:05 AM
01610 10:05 AM
01610 10:05 AM
O/16/10 10:30 AM
/1610 10:30 AM
0/16/10 10:30 AM
0/17/10 2:38 PM

0/17/10 2:30 PM

0/17/10 2:33 PM

| ¥
13 nodes (3 selected)

4. By looking more closely at the Gateway Device 1D values, you can see the following:

= Six entries have a Gateway Device ID Address of: 00409DFF-FF3C5EE2

= Three entried have a Gateway Device ID Address of : 00409DFF-FF43FA04

= Two entries have a Gateway Device ID Address of:00409DFF-FF44B800

5. Match the Gateway Device IDs listed in Step #4, to their respective Device I1Ds on the Devices
page. The three Devices highlighted in blue below are the XBee Gateways in this network that have
remote XBee Nodes attached.
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11.13 Configure the XBee Node ID

The XBee Node ID field is empty by default, but adding one will allow the iDigi Manager Pro to display a
descriptive device name for this Node on the XBee Networks page.

1. The following XBee Networks page has selected an XBee Node with an empty Node ID field.

j & iDigi Manager Pro

{t Home

Welcome
Documentation

“w» Management
Devices
XBee Networks
Storage
Web Services Consale

[l Subscriptions
Summary

Details

& A

XBee Networks

£ |4 FBE |G
Search:

Node Address

ofte 00-13:A2-0040:47 EB1E

‘2L 00:13:42:00:40:60-24 81
‘2L 00:13:42:00:40:55. 84 04
ofe 00:13:A2:00.:40:3C:55.0C
k) 00:13:42:00:40:48:A7:85
of> 00:13:A2:00.40:80 52:3E
of> 00-12:A2:00.40:20 5C A9

‘2L 00:13:42:00:40:82.CE:21

My Account
Messages
Operations

Ready

‘2L 0o 40:60:55:78
‘2L 00:13:42:00:40:62:9E F&

‘2L 00:13:42:00:40:5C:80:85

Iy 00:12:42:00:40:80:82:1D

| Network Gateway

iDigi Manager Pro

D0405DFF-FF497248

0040SDFF-FF3CSEEZ

00405DFF-FFICSEEZ

0040SDFF-FF3CSEEZ

00409DFF-FF2C4B42

00403DFF-FF44B500

D0D4F2FF-FFOTFATE

0040SDFF-FF3CSEEZ

00405DFF-FFICSEEZ

0040SDFF-FF3CSEEZ

00403DFF-FF44B500

Q x
Nede ID 4 Moduls Type Pradudt Type Tyee Role Last Updsted
XBze Z8 X4 Gateway 0x30002 Coordinater 916410 B:18 AM
Analog 10 XBee ZB Anslog 10 Adapter  0x3000b Router /EI10 9:21 AM
Digital 10 XBee Z8 Digital IO Adspter  0x3000a Router 204110 8:11 PM
Ken's X2 WAN Side XBee ZB X2 Gateway 0x30003 Coordingtor  9M16/10 8:01 AM
Ken's XB WAN Side XBee B02.15.4 X8 Gateway 0x10001 End Node /110 8:10 AM
Kens X4 Il WAN Side XBee ZB X4 Gateway 0x30002 Coordingtor  9/11/10 8:11 AM
Kens X5-2 WAN Side XBee Z8 X8 Gateway 0x30013 Coordingtar  911/10 B:13 AM
RS-232 Adapter XBee ZB RS232 Adspter  0x30005 Router 204/10 8:11 PM
RS-485 Adapter XBee Z8 RS485 Adspter  0x30008 Router 204110 8:28 PM
Smart Plug XBee ZB Smart Plug 0x3000f Router 204/10 8:11 PM
Wall Router I XBee Z8 Wall Router 0x30008 Router 211110 B:11 AM
XBee Sensor XBee 7B Nores samon /LT oo End Node /4110 8:11 PM

00408SDFF-FFRCEEED

Adapter

12 nodes (1 selected)

Figure 24: XBee Node with and empty NodelD field

2. Double-click on the selected entry in order to open its Properties and the Basic Properties page

should look similar to the following:

1 —

J '#* iDigi Manager Pro

ﬁblgl“

£t Home
Welcome
Documentation

“s Management
Devices
XBee Networks
Storage

\Web Senvices Console

70 Subscriptions
Summary
Details

& Administration
My Account
Messages
Operations

Ready

XBee Networks

XBee Networks

Basic

Advanced
Summary

iDigi Manager Pro

00:13:A200:40:47:6B1E &

Save

Basic

Node identifier

Node discovery timeout: |80

Scan channels: Ox1ffe
Scan duration R
Transmit power level: |4 |5
MNode join time: 1255
Broadcastradius 0 I

<

About| Log Off
mrken, iDigi Enter;

14 X100 msec
- exponent

[$]sec
&

=

I2]

Refresh

Close

Properties for 00:13:A2:00:40:47:6B:1E

Figure 25: XBee Node Basic Properties page
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3. This XBee Node has a Basic, Advanced, and Summary Properties page, and the Node identifier

field is provided on the Basic Properties page as displayed above. Add an appropriate entry for this
XBee Node in the Node identifier field. Then click Save to apply the changes.

XBee Networks

{r Home
Welcoms XBee Natworks
Documentation
Basic
< Management Advanced
Summary
Devices
XBee Networks
Storage

Web Senices Console

70l Subscriptions

summary
Details

& Administration
My Account

Messages
Operations

Ready

mrken, iDigi Enterpr

00:13:A2:00:40:47:6B:1E (X4 with WiFi Support) €

Basic

Node identifier:

Node discovery timeout. |60

(X4 with WiFi Support
[+ %100 msec

Scan channels Ox1ffe

Scan duration 3 |+ exponent
Transmit power level: |4 |3

Mode join time: |255 5] sec
Broadcast radius: 0 B

|+

Refresh

Close

Properties for 00:13:A2:00:40:47-6B:1E

4. After clicking Save, the tab will be updated with the Node ID string as shown above.
5. Click the XBee Networks tab and you screen should look similar to the following:

J ' iDigi Manager Pro

f?Dlgr
;1 Home

Welcome
Documentation

< Management

Devices

XBee Networks
Storage

Web Senvices Console

71 Subscriptions
Summary
Details

{& Administration
My Account

Messages
Operations

Ready

XBee Networks

{ xBee Networks|

iDigi Manager Pro

00:13:A2:00:40:47:68:1E (X4 with WiFi Support) €

About |

mrken, iDigi Enterpri

&
Q x ¥

Node Address Network Gatewsy Node D a  Module Type Product Type Type Role Last Updated
313; 00:13:A2:00:40:47:65:1E  0D408DFFFF497243 X4 with WiFi Support XBee 7B X4 Gatewsy 0x30002 Coordinator 9/18/10 818 AM
‘2l 00:12:42.00:40.60:34:81  00408DFF-FFCEEE2 Anslog 10 XBee 7B Analog IO Adspter  0x30005 Router 9510 9:21 AM
{2 00:12:42.00:4055:84:04  00408DFF-FFICEEEZ Digital I3 XBee 7B Digital IC Adapter  0x2000a Router 9/4/108:11 PM
ﬁ: 00:12:A2:00:40:3C:55:0C 00409DFF-FF3C5EE2 Ken's X2 WAN Side XBee ZB X2 Gatewsy 0x20002 Coordinator B/16/10 8:01 AM
(1§ 00:12:42:00:40:4A:AT:25  0040SDFF-FFaCceBaz Ken's X8 WAN Side XBee 80215.4 X8 Gatewsy 0x10001 End Node 9I5/10 8:10 AM
ﬁ: 00:12:A2:00:40:60:52:3E 00403DFF-FF44B800 Kens X4 || WAN Side XBee ZB X4 Gstewsy 0x20002 Coordinator 11710 8:11 AM
*55:13&255:40 30:9C:AD 0004F3FF-FFO1FS74 Kens X5-2 WAN Side XBee ZB X5 Gstewsy 0x20012 Coordinator 811/10 8:12 AM
‘@) 00:12:42.00:4062:CE31  00408DFF-FFICEEE2 RS-232 Adspter XBee 7B RS-232 Adapter 0x20008 Router 9/4/108:11 PM
‘@) 00:12:42.00:40.60:5578  00408DFF-FFICEEEZ RS-485 Adspter XBee 7B RS-485 Adapter ox20008 Router 9/4/10.8:28 PM
{2 00:12:42.00:40.62:9E:F8  00408DFF-FFICEEE2 Smart Flug XBee 7B Smart Plug 0x2000f Router 9/4/108:11 PM
‘2 00:12:42.00:40.5C.B065  00408DFF-FF448200 Wsll Router II XBee 7B Wall Router 0x30008 Router D110 8:11 AM
(4l 00:12.A2.00:40 60:8310  00409DFF-FFICSEEZ XBes Sensor XBes 2B KBee Sensor TH  0xa0004 End Nods 914/10 8:11 PM

Adapter

12 nodes (1 selected)

Figure 26: XBee Node with updated Node ID field
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11.14 Enable 128-bit AES encryption on an XBee network

Digi XBee devices ship with settings making it easy for them to setup and connect to an XBee network.
For the iDigi Device acting as a PAN Coordinators this configuration means that they will allow XBee
Nodes to join their networks, and for Digi XBee Routers and End Nodes their configurations allow them to
easily join existing XBee networks. These settings are helpful for initial product evaluations, but the lack
of security makes them less desirable to run in a production environment.

This example enables 128-bit AES encryption on the two devices that comprise a simple XBee network.

Enabling 128-bit AES encryption requires that all the devices on the network:

= Use same Extended PAN-1D
= Enable Encryption
= Use the same Link Encryption Key

1. Identify all the devices on the XBee network to be configured. In this example, we will configure
the devices using the 00409DFF-FF44B800 Gateway Device ID address (a Digi ConnectPort X4
and a Digi Wall Router highlighted below).

2 iDigi Manager Pro

5
Digr
41 Home

Welcome
Resources

< llanagement
Devices
¥Bee Networks
Storage
Web Semvices Console

0 Subscripions

Summary
Details

& Administration

My Account
Messages
Operationg

Ready

iDigi Manager Pro mrken, iDigi Ente

XBee Networks

£ |4 FE |G
Search: Q %
Extended Address Gateway Devise 1D - HodelD Madule Type Froduct Type Type Role :2:’::; Farent  LastUpdated Status
T Suppm e — .e.al.e..,\._,y T m———— T m———
00408DFF-FFA4BE00 Wiall Router |1 RBee ZB iall Router 0:30008 Router 0:75eb  Oudffe 9A7/10 2:30 PM
! 00408 DF F-FFA4B200 Kans X4 | WAN Side  XBee 7B X & ateway 030002 Coordinator o0 Osdtfe 9T/ 2:36 PM
00408 DFF-FFA3FADA Wiall Router XBee 7B Wiall Rauter 030008 Router Oxbalb  Oxffe 9H6/10 10:30 Ab
[§) 00:12:42:00:40:5065:8F  DO408DFF-FFAAFADG XBIB-R-DEV R5232 XBee ZB Unspecified 0x30000 End Node Oxbe20 00 971610 10:30 AN
ofo 00:12:A2:0040:30:84:80  D04090FF-FFA3FADS Ken's X4 AN side XBee ZB X4 G ateway 0x30002 Coardinator 0:0 Oxdffe 9716710 10:30 AM
ko 00:12:42:0040:30:55:0C  00409FF-FFICSEE2 Ken's X2 WAN Side XBee ZB X2 Gateway 030003 Coardinator 0:0 Oxffe 91610 10:55 AM
UL 00:43:A2:00 40:50:3481  D04090FF-FFICSEEZ Analog 10 XBeeZB Analog |0 Adapter  0x3000b Router 0xb01 Ddffe 91610 10:08 AM
UL 00:13:42:00:40:50:55 7B 00408 DFF-FFICSEEZ RE-485 Adapter XBee ZB Fi5-495 Adapter 030006 Router Oxeldd  Oxfffe 971610 10:05 A
f2h 00:43:42:00 4062:9EF6  DO409DFF-FFICSEEZ Smart Flug XBee ZB Smart Plug 0xE000f Router O:Fabe  Oxffe 971610 10:05 &AM
f2h 00:13:42:00 4062:CE31 00409DFF-FFICSEEZ RE-232 Adapter XBee ZB Ri$-232 Adapter 0:30005 Router 01628 Oxffe MG 10:05 AM
U 00:43:42:00.40:55:5404  004090FF-FFICEEEZ Digital 10 XBee ZB Digital 1D Adapter  0x3000a Router OFEla Oxfe 91610 10:08 AM
[ 00:13:42:00:40:4A:A7:95  D040OLFF-FFICABAZ Ken's %8 WAN Side HBee 802154 X8 & ateway 0x10001 End Node it} Dudife 960 10:30 AM
< >

13 nodes (2 selected)
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2. Update the configuration the Remote Node first. So we will open the properties for the Node ID

called “Wall Router II"” which displays the following:

J ‘2 iDigi Manager Pro
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Summary
Devices
XBee Networks
Storage:
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Messages
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Ready

iDigi Manager Pro

Log Off
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Transmit power level 4 r:

Node join time: 0 [¥]sec
Broadcast ragius: o =

Save

3. Open the Advanced Properties page:
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Metwork encrypbon key:
Metwork watchaog bmeout
Packeazation temenit
Power made:

(T20)
100
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13 % 100 e
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Properties for 00-13 A7-00-40:50-H0-65 (Wal Rnuter )

4. Notice that this XBee network is already using an Extended PAN ldentifier of
0x0000000000015063, so we will not update this field.

5. To enabled encryption, set Encryption enable = 1.
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6. Set the Link encryption key to a value of “0x123456”, and then click Save to apply the changes.

7. Now that the “Wall Router 11” device has been updated, it will not be able to communicate with the
XBee Gateway until the Gateway’s configuration has been updated to match.

8. Click on the XBee Networks menu.
9. Open the Properties for the X4 Gateway with a Node ID = “Kens X4 11 WAN Side”:

J "2 iDigi Manager Pro

”?Dlgl"
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Ready
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Transmit power level: 4 [=]
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Broadcast radius 0 = |

Save

Refresh Close

Properties for 00:13:A2:00:40.:60:52:3E (Kens X4 Il WAN Side)

10. Click the Advanced and update the Encryption enable, and Link encryption key values to
match those that were provided to the “Wall Router 11" device. The screen will look similar to the

following:
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11. Click Save to apply the changes.

12. Now the both devices have been reconfigured, push the Commissioning Pushbutton on the Wall
Router to have it rejoin the XBee network. For more information on XBee/XBee-Pro Drop-in
Networking Adapters and Accessories see documents referred to in Appendix B.

NOTE: For security reasons, the Link encryption and Network encryption keys
will not display on the Advanced Properties page once they are configured.

11.15 Configure the XBee Gateway with an Extended PAN ID and to
block network joins

By default, Digi XBee Gateways acting as PAN Coordinators are not configured with an Extended PAN
ID, and they allow XBee nodes to freely join their networks. This configuration is fine if you are setting up
your first XBee network, but if you wish to setup multiple XBee networks it is advisable to configure an
Extended PAN-ID for each XBee network, and then once all the XBee Remote Nodes have joined the net-
work, configure the PAN-Coordinator to block subsequent network joins.

Updating these two settings will do the following.

= The Remote Nodes will only connect to the PAN Coordinator with a matching Extended PAN-ID.
= The PAN Coordinator will block new remote XBee Nodes from attaching to its XBee network.

This combination allows for better control over the remote XBee Nodes that associate with a given XBee
Gateway.

NOTE: This example only shows how to configure these XBee parameters on
the XBee Gateway device. For this to work in practice, all the remote XBee
Nodes on the network will need to be configured with a matching Extended
PAN-ID, and the remote XBee Nodes will need to be given this updated config-
uration before you update the configuration of the XBee Gateway device.

1. Open the XBee Networks page.

2. Select the desired XBee Coordinator, and open its Properties. Ascreen similar to the following is
displayed:

I #* iDigi Manager Pro

About| Log Off

mrken, iDigi Enterprises

00:13:A2:00:40:47:68:1E (X4 with WiFi Support)

Basic

Node identifier: X4 with WiFi Support

< x 100 msec

Transmit power level

0
Subscriptions Node join time: 255 % sec
0

Summary Broadcast radius.

Ready Properties for 00:13:A2:00:40:47:68:1E (X4 with WiFi Support)
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3. Open the Advanced Properties page. The display will be similar to the following:
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[ey
1Digr

4 Home

Welcome
Resources

@ Management
Devices
XBae Networks
Storage
Web Services Console

[ Subscriptions
Summary
Details

& Administration

My Account
Messages
Operations

Ready

[ ———————————————) |

XBee Networks

XBee Networks.

Advanced
Summary

iDigi Manager Pro

00:13:A2:00:40:47-6B:1E (X4 with WiFi Support) &

Advanced
Aggregation route notification: 255 [& x 10 sec
Associate LED blink time: 0 2] x 10 msec
Command sequence character:
Cluster identifier: 0x00000000
Command mode timeout 2 [% x 100 msec
Destination address:
Destination endpoint 0x00000001
ADO/DIOO configuration. =
AD1/DIOT configuration. =
AD2/DI02 configuration v =
AD3/DIO3 configuration =
AD4/DI04 configuration: =
DIOS/Assoc configuration: =
DIOG configuration: 0 =
DIO7 configuration =
DIO8/SeepRQ configuration: [0 [
DIO10/PWMD configuration: v =
DIOT1/PWI1 configuration: =
DID12/CD configuration: h =
DIO13/DOUT configuration: =
DIO change detect 0x00000000
Encryption enable: B
Encryption options: 0x0
Extended PAN identifier 0x0000000000000000
Guard times: 2 [ msec
Initial PAN identifier Oxffif
Join notification: =
4]
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ol

Properties for 00:13:A2:00:40:47.6B:1E (X4 with WiFi Support)

4. Configure the Extended PAN identifier with something like the following: “0x000012345B”, then

click Save to apply the changes.
5. Now this Gateway is configured to only allow Remote Nodes requesting an Extended PAN-1D of

“0x000012345B” to join its network.

6. Once all the desired Remote Nodes have connected to this network, open the Basic Properties page,
and configure the Node join time to “0”, and click Save to apply the changes.

7. Now the Gateway will not accept new Remote Node to join its network.
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11.16 Update iDigi Device Firmware

iDigi Manager Pro makes it easy to upload Device firmware to multiple Devices at the same time, but the

Devices must all be the same Device Type.

1. Select the Devices to receive the firmware update. In this example we have selected three

ConnectPort X4 Devices.

2 el Mamager Pro +
) e
(]\Dlgr FT——
St Home Devices
wakoma =
S 0|+ x|l &= | O @
Fesaumes
Seach Qxw
o Managamant MACASME oo td WAt Daded Tyea
e G DTS COOMNIARONEN  WIIS1NE  ConmPanTA
- an: WEABAT  ConratCin
Enmpy Ge OOMGDICONNS  OMMOIFFTALCHS  WEAN  Cornastial s
Web Bervies Console
e OXGIICHDC  OOAROIEMTICIAIC  WIEAT  CoscadWan 1o
] - 2 OMROTEITAINADY  IMIIRAN Canadninas
Synnary e (0LGDIGETCD  OOAROIFFTIDSNCD %GB0 181 CosradtCon 30 BHE
Dol e ODODICEESS  ODANOFFFFICIEE] 0318013 Camadbenidn

& Administraten o DOAODMBGO0  OOAMOFFFRMBEDD  MAIIANN  CanmedPan 4

Wy Aceaunt e GAMpILAR  CORMDHEAVICARG WIS Ceseedben s
Messages e OGMNDAKHIES  COMMOFRFMSEEE  I1NN  ConmssWanin
Opesaars e GRUDATIN COWHOPF PRI WL CoePinis

2. Click the Firmware button and select Update Firmware:
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A dialog similar to the following is displayed:
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Update Firmware

Updates the firmware on the selected devices

File: Browse. .

Cancel

3. Click Browse to select the appropriate firmware file for the Devices, and then click Update
Firmware.

4. The Devices will automatically reboot when the firmware update completes.
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11.17 Find the iDigi Device's IP Address when using a Primary Cellular

Co

D

had

|+

1|+

nnection

1. Using the Devices Page, double click on your iDigi Device to view properties.
2. Scroll down to the section System Information and explode the choices there. Select Primary

Interface.
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Glossary of iDigi® Definitions and Terms

Client Application

iDigi client applications connect to the iDigi platform and use the iDigi Web Services API to manage and
retrieve data from iDigi devices. iDigi client applications do not communicate directly with iDigi devices,
they instruct the iDigi platform and iDigi Web Services APl to communicate with the iDigi devices on
their behalf.

Device ID

A 16-Byte ID that uniquely identifies an iDigi device on the network; the iDigi device will create its own
device ID based on its primary communication interface.

EDP Protocol
The protocol used by the iDigi device to establish and maintain its connection with the iDigi platform.

Extended Address
The 64-bt IEEE XBee address, also referred to as the XBee MAC Address.

Gateway Device ID
The device ID of the iDigi device that contains that XBee Gateway for the XBee network.

iDigi®
The iDigi platform is a machine-to-machine cloud-based network operating platform that includes a vari-
ety of application programming Interfaces (API’s).

iDigi® account

Any iDigi user account — please see further in this glossary and document for more information on differ-
ent account types.

iDigi® developer account

A full service iDigi user account providing access to a limited number of iDigi devices; it allows iDigi
developers to set up a maximum of five iDigi devices in order to develop Python programs and iDigi client
applications that will leverage the functionality provided by both iDigi and the iDigi devices.
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iDigi® device
A device that connects to the iDigi platform which implements the EDP protocol in order to establish and
maintain this connection.

iDigi Manager Pro™
A web based device management application that allows a user to manage their inventory of iDigi devices.

iDigi® operations

List of management activities (like firmware updates, file uploads, XBee network discoveries, etc.) that are
either in progress or have completed within the past 24 hours.

iDigi® production account

A full service iDigi user account providing access to all the devices in your inventory within the limits of
the iDigi services and rate plans specified by your iDigi user account.

iDigi® rate plan
Defines a set of capabilities associated with the iDigi subscription.

iDigi® service
Provides access to a specific iDigi feature where the usage level is determined by the associated iDigi rate
plan.

iDigi® subscription

An iDigi service and rate plan pairing is called an iDigi subscription.

iDigi Web Services APl ™

A set of interfaces defined for providing access to iDigi and iDigi connected devices and third party appli-
cations.

RCI

RCI (Remote Command Interface) is a method for iDigi client applications to control, configure, and
gather statistics from iDigi devices. RCI uses XML and HTTP to exchange data between the iDigi client
applications and the iDigi devices.

Remote Node
An XBee device that has joined a network established by an iDigi device with an XBee gateway.

104



SClI

SCI (Server Command Interface) is an iDigi Web Services API interface that allows iDigi client applica-
tions to access information and perform commands that relate to the iDigi devices in their inventory.

Vendor ID
A unique identifier for an embedded device manufacturer.

XBee® node ID
A user-configurable term identifying the XBee Node in the network.
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