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CR95HF development software

Introduction

The CR95HF development software (STSW-95HF001) is a PC software which allows to
configure, evaluate, and communicate with ST CR95HF 13.56 MHz multiprotocol
contactless transceiver.

The software must be used in conjunction with the DEMO-CR95HF-A demonstration kit
(see Figure 1) which includes a ready-to-use board to interface with the host PC through a
USB interface.

The DEMO-CR95HF-A is powered through the USB bus and no external power supply is
required. It includes a CR95HF contactless transceiver, a 48 x 34 mm 13.56 MHz inductive
etched antenna and the associated tuning components. The CR95HF communicates with
the STM32F103CB 32-bit core MCU via the SPI bus.

Figure 1. DEMO-CR95HF-A board
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Reference documents
¢ DEMO-CR95HF-A databrief
e CRO95HF datasheet
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Installing the CR95HF development software (STSW-
95HF001)

To install the CR95HF development software (STSW-95HF001):

1.  Download the latest revision of the CR95HF development software from
http://www.st.com.

2. Unzip the setup.zip file.

3. Execute the setup.exe file to install the CR95HF development software on your
computer. Follow the instructions described in Figure 2 to Figure 10 to install the
CR95HF development software under C:\Program files, and CR95HFDII.dIl system file
under C:\WINDOWS\system32.

When the installation process is complete, you can launch the CR95HF development
software. Refer to Section 2 for a detailed description of the software functions.

Figure 2. setup.exe welcome message

5! Setup - CR95HF Development Software g|§|@

wWelcome to the CR95HF
Development Software Setup
Wizard

Thiz will ingtall CRA5HF Developrment Saoftware an pour
camputer.

[t iz recommended that you cloze all other applications before
continuing.

Click Mest to continue, or Cancel to exit Setup.

MHeut > ][ Cancel

3
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UM1084 Installing the CR95HF development software (STSW-95HF001)

Figure 3. setup.exe licence agreement

5 Setup - CR95HF Development Software

Licensze Agreement

Pleaze read the following important information before continuing. --.." -'J

Pleasze read the following Licenze Agreement. vou must accept the terms af thiz
agreement before continuing with the installation.

CR35HF_Development_Saoftware Licenze

Al of the documentation and software inchuded in the
CR95HF_Development_Software package iz copynghted by STMicroelectronics.

Coperight [C] 2009-200 3 STMicroelectronics. All rights reserved.

Thiz zoftware iz provided "az-iz," without any exprezs ar implied warranty,
In no event shall the compary be held liable for any damages anizing from the use

(%) | accept the agreement

()| do not accept the agreement

< Back ” MHest » ][ Cancel

Figure 4. Select the destination folder

i Setup - CR95HF Development Software

Select Destination Location ” I
YWhere should CRA5HF Development Saoftware be installed? e )

._IJ Setup will install CR95HF Development Software into the following folder.

To continue, click Mext. F pou would ke to select a different folder, click Browse.

C:\Program Files\CR95HF_Development_Softward

Af leazt 10.0 ME of free dizk zpace iz required.

¢ Back ” M et = ][ Canicel

3
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Installing the CR95HF development software (STSW-95HF001)

Figure 5. Insert the CR95HF development software from the start menu

UM1084

15 Setup - CR95HF Development Software

Select Start Menu Folder * J
Where should Setup place the program's shortcuts? /

Setup will create the program's shortcuts in the following Start b enu folder.

To contifwe, click Mest. [F pou would like to zelect a different folder, click Browse.

| CRI5HF_Developrent_Software | [ Browsze. ..

¢ Back ” Mest » ][ Cancel ]

Figure 6. Create desktop or quick launch icons (optional)

5 Setup - CR95HF Development Software

Select Additional Tazks H J
YWhich addiional tazks should be performed? !

Select the additional tazks vou would like Setup to perform while instaling CRI5HF
Development Saoftware, then click Mest,

Additional icons:
Create a desktop icon
[] Create a Quick Launch icon

< Back ” Meut » ][ Cancel ]
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UM1084 Installing the CR95HF development software (STSW-95HF001)

Figure 7. Install the CR95HF development software on your computer
i Setup - CR95HF Development Software

Ready to Install

Setup iz now ready to begin installing CR95HF Development Software on pour
corpLter.

Click Inztall to continue with the installation, or click Back if you want to review or
change any settings.

Destination lacation:
C:%Program FileshCR35HF_Development_Software

Start Menu folder:
CR95HF_Development_Saftware

Additional tasks:
Create a deszktop icon

< Back ” Irstall ][ Cancel ]

Figure 8. Install the CR95HFdII.dII

5 Setup - CR95HF Development Software

Installing H )
Pleaze wait while Setup install: CRI5HF Development Software on your computer. B2l [

Feqgiztering files...

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIllllllllllllllllllllllq

Cancel

3
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Figure 9. Read the CR95HF development software README

i Setup - CR95HF Development Software

Information H J
Pleaze read the following important information before continuing. y

YWhen you are ready to continue with Setup, click MNext,

CRI5HF_Development_Software README

Inztallation Instruchions

After zetup.ere inztallation,
Mo specific divers 1z needed for your DEMO-CRS5HF-A [HID USE class uzed]
E njoy with pour DERMO-CR35HF-A.

Please connect to our web zite to be infarmed about updates and additionnal features.
hittpe A v, 2t com!

Figure 10. Launch the CR95HF development software
5! Setup - CR95HF Development Software E|E| E]

Completing the CR95HF
Development Software Setup
Wizard

Setup haz finished instaling CR95HF Development Software on
wavur computer. The application may be launched by zelecting
the installed icons.

Click Finizh o exit Setup.

Launch CRA5HF_Development_Software

¢Back || Finish

3
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UM1084 Using the CR95HF development software
2 Using the CR95HF development software
2.1 Launching the CR95HF development software

3

Before launching the CR95HF development software, make sure that the DEMO-CR95HF-
A board is connected to the USB port of your computer.

The on-board LED blinks to indicate that the board works properly.

When the CR95HF development software is launched, a DEMO-CR95HF-A detection
process begins (see Figure 11 and Figure 12) to check:

e the revision of the DLL installed on your computer
e the revision of the STM32 MCU firmware installed on your DEMO-CR95HF-A board
e the CR95HF identification number (IDN)

The objective of these checks is to verify that the DLL installed on your PC is up-to-date,
and that your DEMO-CR95HF-A is ready to be used with the CR95HF development
software.

If a problem occurs during the detection, the message shown in Figure 13 is displayed.
Figure 11. DEMO-CR95HF-A detection message 1/3
CRI95HF Development_Software

revision 1.5

detection on going

Copyright 2013
Using DEMO-CR95HF-A STMicroelectronics

DoclD018994 Rev 3 9/41
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Figure 12. DEMO-CR95HF-A detection message 2/3

CRI95HF Development_Software

revision 1.5

DLL REV =0.9
MCU REV =2.1.2
HARDWARE REV = MB1054A
IDN = NFC FS2JAST2

DEMO-CRI5HF-A detection is OK.

Copyright 2013
Using DEMO-CR95HF-A STMicroelectronics

Figure 13. DEMO-CR95HF-A detection message 3/3

CRI95HF Development_Software

revision 1.5

DILL REV =0.9

DEMO-CRY5HF-A is not detected. Please verify USB connection.

Copyright 2013
Using DEMO-CR95HF-A STMicroelectronics

3
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UM1084 Using the CR95HF development software
2.2 Main menu
If the DLL has been installed correctly and the DEMO-CR95HF-A is connected to your PC
USB port, the main menu is displayed to indicate that the software is running (see
Figure 14).
Note: The software release number is shown at the bottom of the menu window.

3

This menu allows the user to access several sub-menus:

CR95HF commands (see Section 2.3)
ISO15693 mode (see Section 2.4)
1SO14443-B mode (see Section 2.5)
1ISO14443-A mode (see Section 2.6)
1ISO18092 mode (see Section 2.7)
Tools menu (see Section 2.8)

Help menu (see Section 2.9)

Figure 14. Main menu

E CR95HF Dewvelopment Software
CRISHF commands 15015693 15014443 IS0O14443-A 15018092 Tools Help

DEMO-CRSS5HF-A BOARD CONNECTED wversion 1.5 | 3THMicroelectronics

DoclD018994 Rev 3 11/41
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2.3 CR95HF commands menu

1. Select CR95HF commands from the main menu to communicate with the CR95HF
embedded on your board and use all the commands and parameters described in the
CR95HF datasheet (see Figure 15).

Figure 15. Selecting the CR95HF commands menu

E CR95HF development software
LN e 15015693 1S014443-B  [5014443-4 15018092 Tools Help
CR95HF commands |

DEMO-CROS5HF-A BOARD CCONNECTED version 1.5 | 3THicroeslectronics

2. Selecta command from the list (see Figure 16). The corresponding CR95HF command
is sent to the DEMO-CR95HF-A. The selected parameters together with the board
answer are displayed in the log window located at the bottom of the CR95HF user
interface window.

Two buttons are available from this menu:

— Save Log can be used to save the log content.

—  Clear Log clears the log window.

The following commands can be sent through the CR95HF user interface:
— 01:IDN

—  02: Protocol Select

—  04: SendRecv

— 07:1dle
— 08:RdReg
— 0A: Set UART baud rate
— 55:Echo
12/41 DoclD018994 Rev 3 ‘Yl
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Figure 16. CR95HF user interface menu

| cRasHE Commuanid List |

a1

02 :Protocol Sedlect
o4 SendRecy

ar tidle

o0 :RdReg

Qi : BaudRake

55 : Echo-cods

Sawe Log

Clear Log |
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2.3.1

14/41

01: IDN

Click 01: IDN to request short information about the CR95HF and its firmware version (see

Figure 17).

Figure 17. IDN window

command code 01 : IDN

............................................

g‘m ‘00

length of data

— command code

Request -

Q0100

Answier :

ODOFAEAGA3204653324A41535431004298

00 : result code = OK

OF : length of data (15)

MFC FS2JASTL

DoclD018994 Rev 3
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2.3.2 02: Protocol Select

Click 02: Protocol Select to select the communication protocol to be used between the
CR95HF and the tags, or to switch the RF field off (see Figure 18):

e Click 01: 1SO15693 to select and configure the ISO15693 communication protocol (see
Figure 20).

e Click 02: 1SO14443-A to select and configure the 1ISO-14443-A communication
protocol (see Figure 21).

e Click 03: 1ISO14443-B to select and configure the 1SO-14443-B communication
protocol (see Figure 22).

e Click on 04: 1ISO18092 to select and configure the ISO-18092 communication protocol
(see Figure 23).

e Click 00: Field OFF to send a Field OFF command that turns the RF field off (see
Figure 19).

Figure 18. Protocol Select window

command code 02 : Protocol Select

Beader protocol code

™ 00 :Field OFF
01 - 15015693
02 - 15014443-4
03 - 1501444 3-8
04 - 1S018092

Figure 19. Field OFF window
command code 02 : Protocol Select

Reader protocol code Field Off byte 0 configuration
(¢ 00 :Field OFF 7 |T
" 01:1S015693 6 o —
" 02:15014443-A
" 03:15014443-B s |T
" 04:15018092 4 o —
—— RFU
3 [0 —
2 o —
1o —
i} |T —

byten= |00

Answer - {0000

W W W W 00 : result code = OK

00 : length of data (0)

N | 02020000

3
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Figure 20. 1SO15693 window

command code 02 : Protocol Select

Reader protocol code 15015693 reader byte 0 configuration
7 I
" 00 :Field OFF |T REU
% 01:15015693 6 Jo
" 02:15014443-4
: 5 o
" 03:15014443-B '_ | 00- 26k
" 0415018092 4 o

| 1 :wait for sof

3

2 1 [ 1:10% madulation
1o [ 0:single Subcarrier
01 | 1:append crC

B Ledielie] 1l 1

byte 0 =

oz [oz [or o0

Request : | 0202010D

Answer : [0000

00 : result code = OK

00 : length of data (0)

Figure 21. 1SO14443-A window

command code 02 : Protocol Select

Reader protocol code 1501444 3-A reader byte 0 configuration
00 :Field OFF 7o :'_ [00-106k ~|
" 01:15015693 [0
* 02:15014443-4 _
" 03:15014443-8 o :'_ [00: 106K ~|
" 0415018092 [0

R

o

0 FU
o
[0 } RFU
o

[
5
E
3
2
1
[i]

byte 0 = |E

oz o0 [0z w0 [or [

Request: | 020402000180

15014443-A reader byte 1 & 2 configuration

[ AFDT optional bytes 1 & 2

bvte1=|ﬁ bvte2=|T

Answer : [0000

00 : result code = OK

00 : length of data (0)

DoclD018994 Rev 3
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Figure 22. 1SO14443-B window
command code 02 : Protocol Select

Reader protocol code 15014443-B reader byte 0 configuration 15014443-6 reader byte 1 & 2 configuration
7o
" 00 :Fizld OFF : b_ [0 - 1208k | - ;
® 0[S0 7 E [v AFDT optional bytes 1 & 2
" 02:15014443-A 5 |_—
0
(+ 03:15014443-B = '_ |UU:105k j byte 1 =|g1 byte 2 =30
" 04:15018092 4 [0
3 o
2 Jo E’— RFU
1o
0 |J.— |1:$.ppend CRC

[~
byte 0 = |E

Answer : (0000

send frame ’E W W W W IE 00 : result code = 0K

Request - | 020403010180 00 : length of data (0)

Figure 23. 1SO18092 window

15018092 reader byte 1 configuration

command code 02 : Protocol Select

7o —
Reader protocol code 15013092 reader byte 0 configuration 3 |T ———— FRFU
7 o 5o —
" 00 :Field OFF |I'I— | 01-212k j |I'I—
" 01:15015693 6 |J.— 4 |J.— | 1:searchforthe reply ﬂ
(7 02:15014443-A
5 o 3 o0 —
" 03:15014443-B ’I'I_ | 01:212k j |I'I—
+ 04 :15012092 E 2 [o —
’_ |LI— — | 0:1lslot j
3 [0 1o —
2 [o E’— RFU 0o —
1 [n
""_ check to send Slot Counter . 10
v ] byte 1 =
0 ’J._ | 1:Append CRC parameter {byte 1)

15018092 reader bytes 2 & 3 configuration
[v AFDT optional bytes2& 3= |05 |00

Answer : [0000

send frame W ’E W ’? W ’E W 00 : result code = 0K

Request - | 02050451100500 00 : length of data (0)

2]

byte 0 =

3
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2.3.3 04: SendRecv

Click 04: SendRecyv to send data and receive the tag response using the previously
selected protocol (see Figure 24 for an example).

Figure 24. 1SO15693 Inventory (260100) transmitted using a SendRecv request
command code 04 : SendRecv

Send frame ‘0‘1 |03 ‘250100

=<Data= - data to be sent

length of data

— command code

Request :

0403260100

Answier -

S800D0O00O0OSES34045AE2102EQ0DCD300

80 : result code = OK

0D : length of data (13)

00 00 5E 53 4045 AE 21 02 EO : Tag answer
DC D3 : CRC

00 : Protocol result

18/41 DoclD018994 Rev 3
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2.3.4 07: Idle

Click 07: Idle to switch the CR95HF to Tag Detection or Hibernate mode and specify the
condition to exit this mode (see Figure 25).

Figure 25. Idle window

IDLE frame examples {see datasheet or AN3433)

command code 07 o |d|e {+ from Ready state to Hibarnate state fwake up event - IRQ In}

£ from Ready state toSleep state (wake up event - IRQ in pin}

" from Ready state toSleep state (wake up event - NS5 pin)
£ from Ready state toSleep state, backto Ready state aftertime out {7 sec)
£ wake up by TagDetectorar IRQ in pin

"
LEla.ECtHH ™ basiclDLE command used duringthe TagDetection Calibration process
LeaveCtrlL (cfdatasheat or AN3433 for DacDataH values)
WuctrlH
WuCtrIL Echo | T
MNegative pulse an IRQin |

EnterCrlH
EntercriL
<WFLIFI > MNegative Pulse on SPI NS
e s
Send frame W’EWWWWWWWWWW’TWWW

\\ |\ length of data <WUPeriod= J J
command code <0scStart=>

o

<Dacstart>
Request | <DacDatal>
<DachataH>
Answer : | <SwingsCnt>
<MaxSleep>

235 08: RdReg
Click 08: RdReg to read the Wakeup register (see Figure 26).

Figure 26. RdReg window

command code 08 : RdReg

Send frame 08 03 62 01 00 Select register

l_ ST Reserved (¢ 0x62 :Wake-up event register
i i -=answer =01 wake-up by timeout
Register size

-=answer =02 twake-up by tag detect
Register Address

(" 0x69 :ARC_B ist
length of data = _B register

-=answer = XY -
where - X = Depth
Request: | where - ¥ = Gain

command code

Answer : |

2.3.6 0A: Set UART baud rate

Click 0A: Set UART baud rate to configure the UART data transfer (see Figure 27).

Note: The DEMO-CR95HF-A is delivered in SPI version. Contact your nearest ST sales offices to
switch it to UART mode.

DocID018994 Rev 3 19/41
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Figure 27. Set UART baud rate window

send frame 09 03 68 00 01 Write register command

where :¥ = Receiver Gain
0=33dE 3=27dB F=8dB
1=32dB 7=20dB

Request -

I_ (* Setanalogregister index to 0x01 (ARC_B)
Indes
\\ ndex " Update ARC_B value {with value = XY}
Flagincrement address after write command
g where - ¥ = Modulation Depth
Analog Register Configuration address index 1=10% 4 =30% D =95%
2=17% 5=33%
| h of dat
ength of data 3=25%  6=36%
command code

BOIRr 8 | (" Set HF2ZRF (enable Reader mode)

" Reset HFZRF (disable Reader mode)

" Set TimerW value 0x50-0x60 (IS014443-4)
" Enable the AutoDetect filter (IS012092)

(" 0ID RF Enable

2.3.7 55: Echo

Click 05: Echo to perform a serial interface echo (see Figure 28).

Figure 28. Echo window
command code 55 : Echo-code

55

Send frame

— command code

Reguest - ‘ 55

Answer - ‘5500

3
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2.4 1ISO15693 menu

1. Select ISO15693 from the main menu to use the DEMO-CR95HF-A as an 1ISO15693
reader. You can then choose between long range contactless memories and Dual
Interface devices (see Figure 29).

Figure 29. 1SO15693 menu

CR25HF development software

CROSHF commands BieliiEkl 15014443-6  15014443-4 15018092 Tools  Help
LRI1K
LRIZK
LRISZK
LRIZA4H
Mz4LRO4E
Mz4LR16E
Mz4LRE4E
MzZ4LRE4

DEMO-CRS5HF-4 EOARD CCNNECTED version 1.5 | 3THicroelectronics

3
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2. Select a device from the list (see Figure 30 for an example). The board is then
automatically configured as an ISO15693 reader, and the CR95HF can send/receive
ISO15693 frames to/from the tags using the SendRecv command.

ISO15693 communications are configured as follows:

—  10% high data rate

—  One subcarrier

The 1SO15693 configuration is displayed in the log window.

The upper part of the menu shows buttons which allow to send ISO15693 requests to a
tag through the DEMO-CR95HF-A antenna. The main available requests are:

— Inventory

—  Select

—  Stay Quiet

— Reset to ready

—  Get system info

— Initiate

— Inventory initiated

— Fastinitiate

—  Fast Inventory initiated

Refer to the CR95HF datasheet for the full list of ISO15693 commands.

By default, the ISO15693 requests are sent in Non-selected/Non-addressed mode, and
the requests are decoded by all the tags present in the RF field.

To switch to Addressed mode, follow the steps below:
a) Send an Inventory request to retrieve the tag UID.

b) Click on the UID displayed in the INVENTORY response window to automatically
copy the UID into the Tag information text box.

c) Check Address Flag to activate the Addressed mode for the coming requests.
The following sequence is required to switch to Selected mode:

a) Send a Select request in Addressed mode (steps a to ¢ above).

b) Uncheck Address Flag.

c) Check Select Flag.

All the coming requests will be sent to the previously selected tag.

3
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Note:

3

Figure 30. Example of ISO15693 user interface for M24LR64

Inventary Igser Muode ]

Inventory Parameatars Inventory Options Inventary
° v Inventary r loep !
Mask | oo [~ AFl optionflag | 0o =
Mask Value
Stay Quiet
& 1slot T |
Reset to ready
Inventary & Anticollision response
Initiats [ Fast Initiate [ y ‘
Inventory Initiated | Fast Inventory Initiated |

SYSTEM INFQ for one transponder

Taginformation

Tap ransponder UID

™ selectFlag [T Address Flag
Get System Info
Data Rate
Send any frame | " Low & High

" Lowtwo SC 7 High two 5C

Use <CROSHF commands>to configure
your CRISHF protocol

requast = | answear = |

03-28-2013 12:02:0

=== CROSHFDLL_ECHD

=<< 5500

CROSHF CONFIGURATION (15015693 L0% High Datarate One Subcarrier
=== CRESHFDLL_SELECT, 010D

<2 0000 Launch RF POR
Save Log

Clear Log |

03-28-2013 12:02:0

3. Click User Mode from the toolbar of the device ISO15693 user interface to display the
ISO15693 requests that can be sent in User mode (see Figure 31). The main requests
are:

— Read single and multiple block(s)
— Fast read single and multiple block(s)

The DEMO-CR95HF-A is automatically configured in Fast mode, and put back in
normal mode when the request is complete.

Other requests are available (DSFID, AFl, ..). Refer to the device datasheet for the full
list of ISO15693 requests available for a given product.

The tag answer to a read request is displayed in the right part of the window.
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Figure 31. Selecting User Mode from 1SO15693 user interface (M24LR64)

Inventory  User WMode 1

0000 E1 40 FF 05
Read Single Block | wWrite Single Block | BF block address 0001 03 1E D1 01
oooz 14 54 02 65
. 0003 6E 48 65 6C
Security Status 0004 &C &F 2C 20

0005 49 20 61 6D

Fast Read Single Black [ Block Locking status
0006 20 61 6E 20
Fast Read Multiple Block 0007 4F 46 43 20

0008 74 61 67 21
DSFID AFI 0oos  FE 00 00 00

write | ook | write | ook | O00A  FF FF FF FF
000B FF FF FF FF
oooc FF FF FF FF
000D FF FF FF FF
Present Sector Password | Write Sactor Password | Lock Sactor Password | O00E FF FF FF FF
000F FF FF FF FF

Read Multiple Block | GEthutiple Block |

word ber = "1 2 3
password numper * Tag information

Tag TRANSPONDER UID

™ selectFlag [T Address Flag

Data Rate
" Low & High
" Lowtwo SC 7 High two 5C

Use <CROSHF commands>to configure
your CRISHF protocol

request = |gaz answer =

e FFFFFFFFEE3CH ~ check this box to disobls dotolog
08-28-2013 12:03:57 READ SINGLE BLOCK | and improve time to read or to
=== CRISHFDLL_SEMDREC! 0o ™ write the 1ory.
<o B00E00FFFFFFFFEE3C (datalog slow down
08-28-2013 12:03:57 READ SINGLE BLOCK performances)
Launch RF POR

=5 CROSHFDLL_SENDREC! 0
FFFFFFFFEESC

03-28-2013 12:0357  READ SINGLEBLOCK Save log
»> CRISHFDLL_SENDREC) 00F00
=< B00B00FFFFFFFFEE3C

2 Clear Log |
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2.5

3

1ISO14443-B menu

1.

Select 1ISO14443-B from the main menu to use the DEMO-CR95HF-A as an
ISO14443-B reader. You can then choose between short range contactless memories
and Dual Interface devices (see Figure 32).

Figure 32. 1SO14443-B menu

Bl cr9sHF development software

CR9SHF commands 19015693 BEEIEEDECEN 15014443-4  [5018092  Tools Help
1501 4443-5 Cards commands
SRIS1Z
SRTS12
SRIZK
SRIH
SRIN4k
DEMO-CRSS5HF -4 BEOARD CONNECTED version 1.5 | STHicroelectronics

Select a device from the list (see Figure 33 and Figure 34 for an example). This
automatically configures the board as an 1ISO14443-B reader and displays all the
ISO14443-B requests.

ISO14443-B communications are configured as follows:

— 106 kbits/s data rate for both transmission and reception
— CRC appended

The 1SO14443-B configuration is displayed in the log window.

The upper part of the window contains buttons allowing to send 1ISO14443-B requests
to tags through the DEMO-CR95HF-A antenna.

Refer to the device datasheet for the full list of ISO14443-B requests available for a
given product.
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Figure 33. Example of ISO14443-B user interface

I1S014443-B use

erface 15014443-B

[ = a3

1S014443-B user interface :

ATTRIB puPRI

afi N SEE Authorized responsetime |

WUPE Max frame size |
15014443 compliant |
Answer - CID{Ehits) card identifier | oo
first byte -
PUPI - Answer -
application data - MBLI4 bits) CIDIS bits) -
protocol info - CRC -
CRC:
request = answer =

08-28-201312:0452 === CRISHFDLL_ECHO
<22 5500
08-28-201312:0453
== CROSHFDLL_SELECT, 0
< 00

08-28-201312:04°53

CRISHF CONFIGURATION :15014443-B protocol

20

CRISHF CONFIGURATION - INCREASE DERMOD GAIN
== CRESHFDLL_STCMD, 01 020463010130

Launch RF POR

Save Log
Clear Log

Figure 34. Example of 1ISO14443-B user interface for SRIxxx

IS014443-B usel

erface SRIZK

1S014443-B Cards user interface (SRixxx) :

_ festoimentory |
_ e |
| seecicnindd) | cupra= [
[ ree e
_ e |
I

Eead Single Black
Read system area @FF

Write Single Block

RF block addrass

&)

from ’u:mi
ta [3F
GetUID uin =
1501444 3-8 Anticollision 0 E 6 9 12 15
1 4 7 10 13:
Loop | 2: 5 8 11 1a-
request = answer =

Send any frame |

08-28-201312:06:52 === CRESHFDLL_ECHO
oo 5500
CRISHF CONFIGURATION

== CRISHFDLL_SELECT, O

08-28-201312:0652

08-28-201312:06:53 CRISHF CONFIGURATION

52144436 protoco
0180

ZINCREASE DEMOD GAIN
==» CROSHFDLL_STCRID, 01 090463010130

Launch RF POR

Save Log
Clear Log
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2.6 1ISO14443-A menu

1. Select 1ISO14443-A from the main menu to use the DEMO-CR95HF-A as an
1ISO14443-A reader. You can then choose between standard 1ISO14443-A and TOPAZ

devices (see Figure 35).
Figure 35. 1SO14443-A menu

Ed CR95HF development sofiware [’._|[’E|rz|
CR9SHF commands  I9015693 15014443-E REEIEERESN 15013092 Tools Help
150144434
TOPAZ

DEMO-CRSS5HF-A BOARD CONNECTED wversion 1.5 | STHicroelectronics
Select ISO14443-A from the list (see Figure 36 for an example). This automatically

2.
configures the board as an ISO14443-A reader and displays all the ISO14443-A

requests.
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Figure 36. 1SO14443-A selected from the list

UM1084

1S014443-A user interface

15014443-A anticoll
anticollision process REQA | WURA | HLTA | Write Compatibilit‘.;b‘."rite|

answer request

Anticall | Antical2 | Antlcnl3|

Select 1 | Select 2 | Select 3 |
data for Select

uip RATS | 80 $

Anticollision Process | RF block address
PPS 11 (o0 Il

Send Receive APDU

APDU
PCE {DiD) I(LA s _P1 P2 LC DATA LE I CRC
| request ” 02 | || | | | | | | || 3500 | send APDU request
FCE {DID) DATA SW1 SW2 CRC
[omsver L [ | [ [ ]I |
APDU examples [ autofollow Elockilumber ﬂ

(" APDUtast (" Salect Application ( Select CCfile (E103] ( Salact NDEFfile (0001
" readbinary (S bytes) ¢ update binary (5 bytas)

Send any ffa"j/_|//—~mq@estz\l\ answer =

[ optional DID

08-28-2013 13:31:05 CRISHF CONFIGURATION - 1501444 3-A protocol -

s> CROSHFDLL_SELECT, 02000130

22 0000 LB
08-28-2013 13:31:05 150144943-4 - CONFIG

s CROSHFDLL_STCmd, 010904 3A005804

<< 0000 Save Log
-201313:31:05 1501444 3-A  INCREASE DEMOD GAIN
#»> CROSHFDLL_STCmd, 01 090468010103 - AErleg |

The 1SO14443-A configuration is displayed in the log window as shown in Figure 36.

The upper part of the window contains buttons allowing to send 1ISO14443-A requests to
tags through the DEMO-CR95HF-A board.

Refer to the device datasheet for the full list of ISO14443-A requests available for a given
product.

Anticollision process will try to communicate with your Tag and try to select it. This automatic
process is only for 1 tag.

It sends successively:

e RegA

e  Anticol1
e Select1

e Anticol2
e Select2

e Anticol3
e Select3

The process will be stopped as soon as an error occurs or if the anticollision process is
finished (4 bytes or 7 bytes or 10 bytes UID).
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Other commands can be sent such as:

e RATS
e PPS

e READ
e WRITE

Send Receive APDU can be used to send APDU requests.

2.7 1ISO18092 menu

1. Select 1ISO18092 from the main menu to use the DEMO-CR95HF-A as an ISO18092
reader (see Figure 37).

Figure 37.1SO18092 menu

57| RY developme 0 are L]
CRISHF commands  [SO15693 15014443 ISO14443-A Tools  Help

15018092 Cards commands |

DEMO-CR! wersion 1.5 | 3THicroelectronics

2. Select 1SO18092 Cards commands from the list. This automatically configures the
board as an 1ISO8092 reader and displays all the ISO18092 requests.

The 1SO18092 configuration is displayed in the log window as shown in Figure 38.

3
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Figure 38. 1SO18092 log window

POLLING command oo | FF ‘ FF | o0 j ‘ 00 :Max number of slots =1 j

System code
Cammand code

Answer : |01 | 0127006ECDAC3ES3

* Click ta use this Manufacture D

| 00F0000002060300

1S0O18092 Cards user interface :

00 :norequest
01 :System Codea request

L Time slat
Request code —————

cPerformance Parameter request

06 | 0127006ECDAC3E93

F| 0900 F [ 000

Answer: |07 | ol27006EcD4c3BI3 [ oooo [or |

11223344556677389500AABBCCDDEEFF

WRITE command 08 | 0127006ECDAC3BS3

Answer: |09 | 0l27006ECD4C3BI3

|—1| 0300 |—1 | 3000 |

Send any frame |

112233445566773895900AABE CCDDEEFF

Loop [

* datarate 212k datarate 424k

request = |EIGIIIJ.27'EIDGECD4CSBQ3IIIJ.DQIIII]IIIJ.SEHIIEI

07-26-2013 14-674 WRITE
CRISHFDLL_SENDRECY,
0180001122334455667738

0B0127006ECDAC3BI30109

07-26-2013 14:07:42 READ
= CROSHFDLL_SENDRECY, 0601
<2< 3010070127 006ECD4C3BS3(

D4C3B9301090001
1111223344556677869900AABBCCDD

Launch RF FOR
Save Log

- Clear Log |

Polling command can be done to communicate with an ISO18092 card. The response of the

tag will be displayed in several fields.

ManufacturelD is displayed in the second field. Click on this field to fill the Read & Write

commands with this mandatory field.

Read command and Write command are also available.
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2.8 Tools menu

Select the Tools menu to launch one of the following tools (see Figure 39):

e DEMO-CR95HF-A tool box (see Section 2.8.1: DEMO-CR95HF-A toolbox)
This menu allows the user to send requests to the DEMO-CR95HF-A board.

e Tag Detection tool (see Section 2.8.2: Tag Detection tool)

This menu can be used to launch a DEMO-CR95HF-A calibration and a CR95HF Tag
Detection.

e Auto Detect tool (see Section 2.8.3: Auto detection tool)
This menu allows to launch successive anticollision processes on several RFID
technologies in order to detect tags

e  Script tool (see Section 2.8.4: Script tool)
This menu allows to transmit and execute a sequence of CR95HF requests.

Figure 39. Tools menu

E CR95HF Development Software

CROSHF commands  ISO15693 [S014443-6 [SO14443-4 15018092 BGHEN Help
DEMO-CRISHF-A kool b
Tag Detection tool
Auto Detect kool
Script kool

DEMO-CRS5HF-L BEOARD CCNNECTED wversion 1.5 | 3THicroelectronics
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2.8.1

DEMO-CR95HF-A toolbox

The DEMO-CR95HF-A toolbox allows to send the following requests to the DEMO-
CR95HF-A board (see Figure 40):

Get MCU revision: reads the revision of the STM32 microcontroller firmware.

Get DLL revision: reads the revision of the DLL installed on your PC.

IDN: sends an IDN command to the CR95HF and receives the answer.

Field Off: turns the RF field off.

Echo: sends an Echo command to the CR95HF and receives the answer.

Reset SPI: resets SPI communications between the STM32 MCU and the CR95HF.
Negative pulse on IRQ in: applies a negative pulse on the CR95HF IRQ input.
Negative Pulse on SPI NSS: applies a negative pulse on CR95HF NSS pin.

Polling + reading: puts the CR95HF in polling & reading mode.

Get interface pin state: detects the bus configuration of the DEMO-CR95HF-A board.
Change Modulation depth and Receiver Gain: modifies the setting for ISO14443-A.
Change TimerW value: modifies the setting for ISO14443-A.

Figure 40. DEMO-CR95HF-A toolbox

Get Har reversion | | Echao ,— Ficld Off ,—

DEMO-CR95HF-A tool box

| | | Get DLL revision ,7 ,—

DEMO-CRESHF-A USE DEMO-CRESHF-A USE

Connect Handle Chack

IDN | |
Reset SPI ,7 Negative pulse on IRQ in ,7
Polling + reading ,7 MNegative pulse on SP1 NSS ,7

32/41

Getinterface pin state . . .
{ UART bus { SPlbus O TWI

Change Madulation depth®

and Receiver Gain™ for | 1 i j | 3:27dB j F ,7

15014443-A

Change Timerw * value for |5g j |
15014443-4

* These values will be applied to oll 1501444 3-A protocol select commands

Save Log Clear Log

3
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2.8.2 Tag Detection tool

Two commands are available (see Figure 41):
e Calibration
Clicking the Calibration button performs a DEMO-CR95HF-A calibration to determine

the DacDatal/DacDataH parameters that will be used in Tag Detection mode. The
calibration sequence is the following:

a) Send an Idle command to the CR95HF with DacDataL fixed to 0 and DacDataH
set to its maximum value.

b) Read the Wakeup register to check whether the CR95HF has entered Wakeup
mode on a tag detection event. Otherwise, a new Idle command is sent with a
lower DacDataH value. These steps are repeated until a tag is detected.

The DacDatal/DacDataH parameters that will be used for tag detection are:
DacDatalrag detection = DacDatalcjipration - 2

I:)aCI:)atal'lTag detection = DacDataHcjipration + 2, DacDataHcjipration €ING the
value corresponding to the detection limit.
e Tag Detection

The tag detection sequence is performed using the DacDatalrag getection/DacDataHryg

detection-

a) Send an Idle command to put the CR95HF in tag detection state.

b) Wait till the CR95HF wakes up: read the Wakeup register to check if the CR95HF
has been woken up by a tag detected in the RF field or by timeout.

If a tag is detected in the DEMO-CR95HF-A field, the CR95HF enters Wakeup mode,
and an ISO15693/ISO14443-B anti-collision procedure starts to identify the tags
present in the field.

To perform one-shot tag detection, uncheck both Loop and Loop until a tag is
detected, before pressing the Tag Detection button.

If only Loop is checked, the tag detection runs continuously and stops when Loop is
unchecked.

If only Loop until a tag is detected is checked, the tag detection runs continuously
and stops when a tag is detected and identified.

3
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2.8.3
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Figure 41. Tag detection interface

Tag Detection user interface

Calibrate your DEMO-CRI5HF-A board before using "Tag Detection” Tool

o

Calibration results :

IDLE command parameters

OscStart |gg  Swings Cnt | 3¢

1SO18092 Card :

Calibration oa a3
e DacDatal = 0x16 r DachataH = 0x1A | * Dac Start ’E MaxSleep o1
[~ with ReadReg R l ¢
Select RF protocols Launch Tag Detection process
Change IDLE parameters
v 15015693 v 150144438 . [ loop until atagis detected
¥ 1S014343-A [ 1S014343-B (SRIxx) Launch Tag Detection | loop DacDatal DacDataH
¥ 15018092 B B
note : if no protocol selected, tag detection only
HE EE
Result
1S015693 tag - ‘
15014443-A card ‘
15014443-B card ‘
1S014443-B tag (SRIxx) - |o 3: 3 R 1z2: 15
1 4 7: 10 13:
2 5 8: 11 14:

with DachataH=0x13
QEO3ALOOFE0

08-28-2013 13:34:42 === 3th step - Calibration
03-28-2013 13:34:43 === CROGHFDI _STCmd, 01

02

03-28-2013 133443 ww --- Calibration result - DacDatal = 0x16 / DacDataH = 0x1A

-~
| Launch RF POR
Save Log

Clear Log |

Auto detection tool

The Auto detection tool allows to play a tag hunt on several RFID technologies (see

Figure 42).
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2.8.4

3

Figure 42. Auto Detect tool interface

Select RF protocels

v 15015693 v 15014443-A | ISO14443-B Iv 15014443-B {SRIxx) v 15018092

Select at least one RF protocol to be oble to lounch Auto Detection process

Launch Auto Detection process

* noloop

" infinite loop on all selected protocols

" loop an all selected protocols until atagis found

" loop an all selected protocols until atagis found, then loop an this tag only

Launch Aute Detection

Result

15015693 tag - ‘

15014443-A card ‘

15014443-B card ‘

15014443-B tag (SRIxx) = |o: 3: CE 12 a: 15:
1 4 7 10 13
2 5 i 11 14
15018092 Card :
Launch RF POR
Save Log
e

e Select RF protocols
By selecting one or more RF protocol, you can define which kind of tag will be detected
and on which protocol the tag hunt will be launched.

e Launch Auto Detection process
The Launch Auto Detection button allows to launch a tag hunt on a selected process.
This can be done once. The Loop option can be selected.

e Result
In case of a Tag detection, the result field will be the field with the Tag identification.

Script tool

The Script tool allows playing a script containing a sequence of CR95HF commands (see
Figure 43). The following functions are available:

e Save Script saves the script in a text file.
e Load Script loads a script file

e Launch Script runs the script. The script is executed until an error occurs. Read the
log to identify the cause of the error and correct your script. This can be due to a syntax
error. Refer to the Script Help to correct it.

The Script Help (see Section 2.9: Help menu) describes the syntax of all the commands that
can be sent to the DEMO-CR95HF-A.
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Figure 43. Script tool interface

CRI5HF script kool (5]

lrzni. Echo

CROSHFDN _STCmd, 0155
REM, Reod woke up registe
CRISHFDI_STCmd, 0108036201

[=1
s

[=]
=1

REN, Set iS015693 protocol
CAISHFDM Select, 0100

REN, 15015693 inventory
CRISHFDI_SendRecv. 260100

gl

Load Script

Save Script

Launch Script ‘

Script Automation

08-28-2013 13:33:04 REM, Echo
08-28-2013 13:33:04 #=> CRISHFDLL_STCMD, 01 55
<<< 5500

08-28-2013 13:38:04 REM, Read wake up register
08-28-2013 13:35:04 === CRISHFDLL_STCMD, 01 0803620100
<=< Q00102

08-28-2013 13:38:04 REM, SetISO15693 protocol
08-28-2013 13:38:04 === CROSHFDLL_SELECT, 010D
<<< 0000

08-28-2013 13:38:04 REM, 15015693 inventory request
08-28-2013 13:35:04 === CROSHFDLL_SENDRECY, 260100
<<< 300D00007E43C3EDOR4402E029BC00

[~ LOOP ONSCRIPT

[

0 forinfinity loop

Save Log

Clear Log ‘

29 Help menu

Select the Help menu to access the following functions (see Figure 44):

36/41

Change background color

This function changes the color of the main window. Once set, the background color is

saved and recalled each time the software is used (see Figure 45).

Script Help

This function allows to get information on CR95HF function syntax (see Figure 46). It is
particularly useful when developing a script (see Section 2.8.4: Script tool).

About ...

Click About ...to get information on the CR95HF development software (see

Figure 47).
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Figure 44. Help menu

57 R9 develop L]
CR9SHF commands  1SO15693 [SO14443-B ISO14443-A4 ISOL18092  Tools
“hange background color
Script Help
About ...
DEMO-CRS5HF-4 BOALRD CONMECTELD wersion 1.5 | STHicroelectronics

Figure 45. Change background color menu

Color E]
B azic colors:

H MEl NN
H TECHEN
HEENENEENEN
HENEEEEEN
EEEEEEEE

Cuztom colors;

[T
AN EEEEEN

Define Custorn Colars >

Ok, | Cancel |
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Figure 46. Script help

Script Help

Available commands on Script tool

Cotnent

Wait (max 59993933)
Put Breakpoint on script flow
Clear log

Echo to CRSSHF

Send IDN redguest

Send select reguest

Send Zend/Receive reguest
Send transparent cormmand
CRS5HF Field Off

Get D1l revision

Get MCU revision

Send Pulse IRQ in

Beset SFI

Get Interface Pin State
Jend N33 Pulse

CRS5HF Polling + Reading

DEMO-CR95HF -4 U3E Connect
DEMO-CRO5HF -4 U3E Handle check

Custom commands

inticolision ISC14445-4

Send APDU IS014443-14

Initiate for JRIxx (save Chip_Id wvalue]
Select for 2RIxx with Chip Id

Script
EEM, send ECHO request
CEQSHFDLL ECHO
REM, send IDN reguest with STCHMD
CEQSHFDLL 3TCHD, 010100

REM, note

WALIT, 1000
BREAK
CLELAR LOG

CROSHFDLL_ECHO
CRSSHFDLL_IDN
CROSHFDLL_SELECT, data®
CROSHFDLL_SENDRECY, data®
CROSHFDLL_STCMD, 01 + data®
CRSSHFDLL_FIELDOFF
CROSHFDLL_GETDLLREV
CROSHFDLL_GETMCUREV
CROSHFDLL_PULSE_IRQ IN
CROSHFDLL_RESET SPI
CROSHFDLL_GET_INTERFACE PIN STATE
CROSHFDLL_N35_PULSE
CROSHFDLL_POLLING READING

CE9SHFDLL U3E CONNECT
CRO9SHFDLL USE HANDLE CHECK

*data = hexadecimal formated walus

on Script tool

CROSHF_I5014443-A Anticolielectlis
CROSHF_I5014443-A SEND AFDU + data®
CROSHF_SRIxx Initiate
CRS5HF SRIxx Select

i " by defsult, Chip Id data = 0x00

example

Figure 47. About window

WERSION 1.5

SOFTWARE FOR DEMO-CRIEHF-A

Internet web site : hitpi/ A st.coms

Copyright STMicroelectronics 2013

Also awailable, Datasheet and Application notes, Gerber files for Antenna Design ..

Please, connect to our Internet web site o download a new software revision with updates and impraovements.

Infos systeme..

DoclD018994 Rev 3

3




UM1084 Using the CR95HF development software

210 Log window
The log is displayed at the bottom of each window. It contains all the requests sent to the
DEMO-CR95HF-A through the USB interface. The log contains the following information:
e Date and hour when the command has been sent.

e Request and parameters sent to the DEMO-CR95HF-A: name of the command sent to
the board through the DLL, followed by all parameters in hexadecimal format.

. Answer from the CR95HF.

The command and parameter formats are compatible with the Script tool (see Section 2.6:
1SO14443-A menu) and can be directly copied in a script file.

As an example, the log contains the information shown in Figure 48 when an Idle command
is sent to the board. In this example:

‘CR95HFDII_STCmd 01 070E0922003800180020606064743FFF’ means that:

—  The CR95HFDII_STCmd request has been sent to the DEMO-CR95HF-A.

— ‘071 is the header of CR95HFDII_STCmd command.

—  ‘070E0922003800180020606064743FFF’ corresponds to an Idle command
followed by its parameters.

‘FDOOQ’ is the answer from the DEMO-CR95HF-A board.

Figure 48. Log window for an Idle command

07-07-2011 11:15:22 s CROSHFDI_ETCmd, 0107 0E09 2200 3B00L50 020606064 74 3FFF
FOO0

save Log

Llear Log |
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Revision history

Table 1. Document revision history

Date Revision Changes

12-Jul-2011 1 Initial release.
Changed document title.

28-Oct-2011 2

¢ Updated disclaimer on last page.

Updated the title and the Introduction for RPN consistency.
Added Section 2.6: 1ISO14443-A menu and Section 2.7: ISO18092
menu.

12-Sep-2013 3 Extended the list of Section 2.8.1: DEMO-CR95HF-A toolbox.

Added Section 2.8.3: Auto detection tool.

Updated several software figures (Figure 14, Figure 18 to Figure 23,
Figure 25 to Figure 29 ...)
Added Figure 33: Example of ISO14443-B user interface.
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Please Read Carefully:

Information in this document is provided solely in connection with ST products. STMicroelectronics NV and its subsidiaries (“ST”) reserve the
right to make changes, corrections, modifications or improvements, to this document, and the products and services described herein at any
time, without notice.

All ST products are sold pursuant to ST’s terms and conditions of sale.

Purchasers are solely responsible for the choice, selection and use of the ST products and services described herein, and ST assumes no
liability whatsoever relating to the choice, selection or use of the ST products and services described herein.
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